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Abstract—In relation to smart city planning and management,
processing huge amounts of generated data and execution of
non-lightweight cryptographic algorithms on resource constraint
devices at disposal, is the primary focus of researchers today.
To enable secure exchange of data between cloud networks and
mobile devices, in particular smart hand held devices, this paper
presents Blockchain based approach that disperses a public/free
key to save it on a block within a Blockchain. The proposed
system generates public-private key pair to encrypt data digitally
to allow data communication. This empowers communication de-
vices to encipher data using keys stored in the Blockchain i.e. the
public key. Generated cipher text can be decrypted/deciphered
only with the respective private keys, meaning that only the
communicating devices can obtain their own plain text in a data
exchange process. Smart mobile employed in smart city can then
encipher the data using the keys and store them on the cloud.
The proposed system is able to decrease the number of overheads
that relate to key generation, key delivery and key storage whilst
providing solutions for data processing, information exchange
and data over-collection, respectively. Thus, the study proposes
a robust and secure solution to exchange keys and secure data
communication based on Blockchain technology.

Index Terms—Blockchain, Cryptographic Algorithms, Digital
Signature, Digital Signatures, Smart City.

I. INTRODUCTION

With the inflation in score of population moving towards
cities, the usage of technological solutions is of paramount pri-
ority of various governments across the world. The smart cities
are coming up, which provides every kind of facility to its
citizens. The technological solutions, be it digital transactions,
smart healthcare, smart education and lot more, the data over-
collection and securing the private/ confidential data of citizens
is of paramount importance. The EU group which looks for the
information security of smart cities has come up with various
protection measures that must be implemented in a smart city
[1]. They recommend encryption of data that is transmitted,
incorporation of intrusion detection system, Installation of
VPNs, installation of alarms and surveillance and many other
measures. Thus the user in a smart city is always on radar of
intruders who always try to steal their critical data. With the
introduction of Blockchain technology, many issues pertaining
to the smart city can be resolved. The paramount advantage

of Blockchain is its scattered way of authentication and use
of encryption that makes use of both public and private keys.
With no centralized power, the Blockchain provides a vital
security for the financial transactions. The distributed ledger
concept of Blockchain has raised bitcoin in the form of digital
crypto currency which is procured by millions. Thus the
advantage of Blockchain can be exploited for the proficient,
flexible and above all secure implementation of smart cities.
Various countries have already used the Blockchain technology
for the betterment of their citizens. Table I provides the list of
initiatives [2].

TABLE 1
BLOCKCHAIN INITIATIVES BY VARIOUS COUNTRIES

Country Blockchain Applied On

Name

Sweden The transactions related to real estate are maintained
using Blockchain

Estonia Patients Medical record is maintained using Blockchain

Ghana The property documents are maintained using
Blockchain

Russia Shareholders transactions and secure transactions are
maintained using Blockchain

Korea Banking

Singapore Blockchain based trading

Dubai City Logistics, Paperless government System

II. REVIEW OF BLOCKCHAIN TECHNOLOGY

The technique used by bitcoin introduced by Nakamoto
is the most widely used append only distributed database
for crypto-currency [4]. As demonstrated in the Fig 1, the
Blockchain comprises of blocks. Each block has the following
data members with the description as in Tabel II under:

The order of the Blockchain is controlled by the preceding
blocks’ hash value. The main advantages of Blockchain are
distinguishability, directness and understanding, decentralized,
verifiable, and many more. Transactions made between nodes
i.e. users inside the Blockchain network will be obtained
by certain nodes with the consensus protocol Proof-of-Work
(PoW) as an illustration as in miners. Then the nodes compete
for possibilities for generating the new block by listing the
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TABLE 11
BLOCKCHAIN BLOCK STRUCTURE.

Block Data
Version Number

Description

For keeping track of modifications and up-
dates that have occurred during the proto-
col’s lifetime.

Hash of preceding block

It provides a unified hash value that allows
you to validate anything that is contained
within that block.

A sequence of signs or encoded information
that can be accurate to a fraction of a sec,
if a specific event occurred, normally with a
date and time of the day.

The difficulty of mining a block, or the
difficulty of finding a hash below a specified
goal, is a measure of how tough it is to mine
a Bitcoin block.

The generation of random numbers enables
us to generate private keys— which are a
component of your key pair.

As soon as a transaction is entered in the
Blockchain, its data, including as the price,
the product, and control, are recorded and
validated across all nodes within seconds,
allowing it to be settled across the whole

Previous Block Hash
Merkle Root

Time Stamp

Difficulty Number

Random Number

Transaction Data

network.
Block Head Block Head
SHA 25 -Version Number SHA 256 -Version Number SHA 256
-Previous Block Hash | feel-  pievious Block Hash | ™=
-Merkle Root -Merkle Root
-Time Stamp -Time Stamp

-Difficulty Number
-Random Number

\ Transaction Data \ Transaction Data

\m_ — \\_

-Difficulty Number
-Random Number

Block Body

Fig. 1. Blockchain Structure.

previous block head hash values by increasing their parent
block head random numbers. by growing the number of parent
block Heads.

The miner will only construct a totally new block including
transaction completed since the previous block is formed,
depending on the difficulty number, if the hash value fulfills
the criteria of the challenge number (ie, a system parameter for
regulating block generation rate for Blockchain). The block is
then sent to all network participants in the Blockchain system
via the new block. Once the hash value confirms the supplied
challenging number, all nodes will include the new block and
link the new Blockchain to the local Blockchain sync to the
global Blockchain. In addition, a Digital Signature Algorithm
(DSA) is employed for communications security, and a Merkle
Hash Tree for transaction information protection purposes is
utilized. The Blockchain is therefore ready to offer us with a
distributed, reliable and trustworthy consensus environment in
the longer term.

A digital signature is a mathematical technique that confirms
the validity of digital messages or documents throughout the
communications process [5]. For a legitimate digital signal,

the recipient is certain that a recognized and verified sender
has generated the message. In the meanwhile, neither the
sender nor the receiver can deem the transmission of the
communication, nor the transmission of the message. In other
words, the receiver can immediately determine whether the
message has been altered or deleted during transmission. The
proposed technique uses a secure communications mechanism
based on ECDSA’s cryptographic algorithm in order to ensure
data security throughout communication. ECDSA, but at the
other hand, is a kind of DSA combining the DSA with the
Cryptography Elliptical Curves, which Neal Koblitz presented
[6] and Victor Miller offered [7], and it is both hybrid.

A Merkle Hash Tree [8] is a kind of binary tree constructed
as building pieces with hash values. As shown in Fig 2: The
information included within a leaf node is the hash value
value of a business, but it is the hash of the mixture of
the child nodes of a leaf node in which it is recorded. This
technique employs the safe SHA256 hash algorithm [9], an
irregular computational process, and a cryptographic scheme
with pseudo-randomness. It is used to secure transactions on
the Blockchain of the scheme. As immediately as the load
varies little, its output will thus be very changeable. This
allows users to check if the processes or the data in the block
body remain valid or not on the Blockchain network, i.e.
nodes, due to this feature. Consider an example to better grasp
what this means: Any change in the block contents of a block
may be detected by MHT by considering each operation’s has
value as new point in the MHT.

III. EXISTING RESEARCH

In order to investigate and apply the technology Blockchain,
Bitcoin’s success led intellectuals to explore several fields,
such as Smart Contracts [11], Finance [9], Management of
HR [14], Supply Chain [15] and Internet of Things [11], [17].
In [11], for example, the authors stated that the Blockchain
technology should be lightly installed for a smart IoT dwelling.
Multiple IoT equipment is connected to one single network in
every residence (e.g. smartphones, PCs and sensors). Under
Bitcoin’s success scholars have been driven to research and
utilize Blockchain technology in many fields, including Smart
Agreement [11] and Finance [4], the supply chain [15], and
human resources management [14], and [11], [17]. In [11], for
example, the authors suggested that the Blockchain technology
be light installed in the intelligent IoT dwelling. Several IoT
users are interconnected to the very same network in each
home, such as smart devices like phones, personal PCs and
sensors to collect data. The suggested model provides for
only approved users to access and manage home devices and
safeguarded and unable to modify the messages received by
authorized users by the malicious users. The creators of [12]
have established a new spread- out information managing
policy that enables users to monitor their records so that
third-party infringements can be avoided. The platform mixes
cryptocurrency and off-Blockchain stores to build a framework
for private data administration.

Since, the Blockchain acknowledges the users as their
proprietors; therefore users are not needed to have confidence
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Fig. 2. Merkle Hash Tree [10]

in any third party. The authors have expanded [12] with the ad-
dition of a new approach, dubbed a Proof of Credibility Score
(PCS), to improve the cryption algorithm for mining proce-
dures. The suggested PCS technique uses the interconnection
between nodes to determine the credibility score differently
from [12] where the trust value of the node is gathered for
how many beneficial acts the Node has taken. The numerical
findings have then shown that the security measures can be
upgraded with the proposed scheme Blockchain of credibil-
ity.The scalability of the Blockchain is a major difficulty as
the application grows. The authors in [18] offered to tackle
this problem with a BigchainDB system in NoSQL database
format. The Blockchain pipeline is used to scale the system
to the distributed database by adding Blockchain features. In
MC, transactions at mobile nodes should be taken into account
to enable the direct interchange and sharing of peer-tope data.
This is particularly critical if connecting devices have really
no internet connection. Presently some Android applications,
such as Easy-Miner [12] and Scrypt-Miner PRO and LTC, are
developing for mining on Mobile equipments for the Bitcoin
relevance. They are still demo versions, though, and have
not yet finished. Especially because Bitcoin applications are
employed for crypto-currency applications alone, there are still
a lack of the platform for broader Blockchain activities.

IV. PROPOSED ARCHITECTURE

A digital signature is an authentication method. It consists
of a public key pair and digital certificate, to authenticate
or verify either recipient’s or sender’s identity. Elliptic curve
cryptography generates smaller keys compared to digital sign-
ing algorithms that generate average length keys. Elliptic curve
cryptography implements the algebraic structure of elliptic
curves over finite fields, and it is a public key cryptography. El-
liptic curve cryptography helps to generate definite or random
sequences, such as pseudo-random numbers, digital signatures,
and more.

A. Elliptic Curve Digital Signature Algorithm (ECDSA)

Elliptic Curve Digital Signature Algorithm (ECDSA) is
based on public key cryptography (PKC). It is a Digital
Signature Algorithm (DSA), uses key derrived from Elliptic
Curve Cryptography (ECC). ECDSA signed certificates are
used to encrypt connection requests of an HTTPS website
that informs about the applied encryption by an image of a
physical padlock displayed by the browser. ECDSA could be
also found implemented in security systems, such as secure
messaging apps, including Bitcoin security. While serving at
Transport Layer Security (TLS), ECDSA encrypts connection
requests between web browsers and a web application.

Compared to another popular algorithm- RSA, ECDSA
offers high level security with short key lengths, is the
primary feature of ECDSA. Apparently, ECDSA executes at
low computational power requirements compared to RSAm,
which is a less secure competing equation. Elliptic Curve
Digital Signature Algorithm (ECDSA) is an elliptic curve-
based encryption and digital signature scheme. ECDSA can
be used to apply digital signature, however more efficiently.
ECDSA bases on an elliptic curve, and the curve is analyzed
for a point. After analzying, a point is chosen on the curve,
and then next step is to multipy the selected point by another
number. This just creates a new point on the same curve. As a
result of multiplication, the key lies in the fact that finding the
the new point on the curve is really a complex and hard task.
Even if the original point is known, the new point cannot be
found. This complexity of ECDSA highlights it’s robustness
against methods used to decrypt the data exchanged during
the communication processes.

The proposed methodology allows a member in the sug-
gested technique to join, relocate and consider leaving any
subset. The proposed scheme, like Bitcoin, Ethereum applica-
tions sets up key encrypted duos without centralized authority
for the Elliptic Curve Digital Signature Algorithm (ECDSA)
- based data exchange. Unlike the Bitcoin Blockchain, which
takes about an hour to make a transaction in Bitcoin (to actu-
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Fig. 3. Proposed Architecture.

ally create 6 blocks), Blockchain inside the scheme proposed
adds blocks directly after they are received. And the proposed
solution may prove to be significantly effective for the mobile
devices used in the proposed scheme.

Fig. 3 shows a straightforward operating process of our
proposed model. For the Blockchain, the open or public keys
of all members eligible to establish a secure communication
will be stored on a Cloud network. Any member may use an
open/public key stored by other members on the Blockchain
of the associated sub-network so as to connect with the other
group members. A mobile device closer to a cloud may find
easy access to a number of the available resources on Cloud,
and conversely devices faraway from Cloud service may have
limited access. As more and more mobile devices connect
to nearest available cloud service, the availability of services
needs to be ensured.. However, the services need to qualify and
fulfill the increased demand for computational resources, com-
munication channels bandwidth, and large storage resources.

V. CONCLUSION

Currently available mobile devices are often categorized
under resources constraint devices, as it is hard to exe-
cute computationally complex algorithms on such hardware
platforms. As millions of citizens show trends to maintain
social connectedness in a smart city, there is a need to
adopt lightweight security architectures. Not only would such
architectures protect the privacy of users, but also could run
or execute at a low computational cost. Therefore, this study
provides advantages of using technological innovations in
Blockchain and proposes model for secure data exchange
between the mobile devices used in smart cities. The model
proposed shows a conceptual model and gives an insight of
how implementing Blockchain can decrease the computational
complexity of the algorithms to allow them run on hard-
ware constraint devices. In our future studies, we plan to
test the proposed system on the available different resource
restricted platforms so as to investigate in details the hardware
and software complexities posed to processes that implement
Blockchain technology.
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