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A b s t r a c t  
 

I n t h e  f ollow i ng  p a p e r t h e  a rc h i t e c t u re  of  t h e  p la nne d  c ont a i ne r m oni t ori ng  
s y s t e m  i n Poli s h  h a rb ou rs :  G d a ns k  a nd  G d y ni a , t h e  c onc e p t  of  t h e   
s m a rt  c ont a i ne r m od u le  ( S C M)  a nd  i t s  m a i n op e ra t i ona l f e a t u re s  a re  
p re s e nt e d . 
 
Ke y w o r d s :  c a rg o m oni t ori ng , s e c u ri t y  s y s t e m s . 
 S yst e m  M o n i t o ro w an i a Ł ad u n k ó w   K o n t e n e ro w yc h  

 
S t r e s z c z e n i e  

 
W  p ra c y  p rz e d s t a w i ono k onc e p c j ę  s y s t e m u  m oni t orow a ni a  k ont e ne ró w  
p rz e w oż ony c h  d rog ą m ors k ą. S c h a ra k t e ry z ow a no g ł ó w ne  c e c h y  ora z  
p rz e d s t a w i ono m od u ł ow o-w a rs t w ow y  s c h e m a t  f u nk c j ona lny . Pona d t o 
op i s a no z a ł oż e ni a  f u nk c j ona lno-u ż y t k ow e  d ot y c z ąc e  I nt e li g e nt ne g o 
Mod u ł u  Kont e ne row e g o ( S C M) , b ę d ąc e g o p od s t a w ow y m  e le m e nt e m  
s k ł a d ow y m  s y s t e m u . Prz e d s t a w i ono ró w ni e ż  g ł ó w ne  z a d a ni a  p roj e k t ow e  
z w i ąz a ne  z  re a li z a c j ą p roj e k t u  
 
S ł o w a  k l u c z o w e :  m oni t ori ng  ł a d u nk ó w , s y s t e m y  b e z p i e c z e ń s t w a . 
 1 .  I n t ro d u c t i o n  
 

E v ery  y ear,  m o re t h an 3 5 0  m illio n c o nt ainers are f reig h t ed  b y  
sh ips all o v er t h e w o rld  and  t h e c o nt ainer t raf f ic  is o ne o f  t h e m o st  
d y nam ic ally  d ev elo ping  b ranc h es o f  m arit im e t ranspo rt .  
U nf o rt unat ely  less t h en 2 %  o f  c o nt ainers are und er st ric t  
superv isio n,  and  t h ere is a po ssib ilit y  t o  f o llo w  c o nt ainer’ s ro ut e 
f ro m  lo ad ing  po int  t o  it s d est inat io n.  L im it ed  k no w led g e ab o ut  
c o nt ainer’ s c o nt ent  c reat es a g ap f o r illeg al and  t erro rist  ac t iv it ies.  
T h eref o re,  t o  reso lv e t h e c o nt ainer h arb o urs sec urit y  pro b lem s,  t h e 
aut o m at ic  m o nit o ring  sy st em  o f  c o nt ainer’ s c o nt ent s and  t h e sm art  
c o nt ainer m o d ule f o r m o nit o ring  and  m easurem ent s are need ed .  
T h e perm anent  m o nit o ring  o f  eac h  c o nt ainer v ia sat ellit e sy st em s 
is a v ery  im po rt ant  part  o f  m arit im e sec urit y  and  sh o uld  b e 
im plem ent ed  in t h e near f ut ure.  
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 2 .  T h e  m o n i t o ri n g  syst e m  c o n c e p t  
 

T h e c o nc ept  o f  t h e m o nit o ring  sy st em  is b ased  o n t h e w ireless 
rad io  t ransm issio ns o f  t h e inf o rm at io n d at a f ro m  ev ery  c o nt ainer 
b o x  lo c at ed  o nb o ard  o f  a sh ip t o  t h e sec urit y  d at a b ase.  T o  o b t ain 
t h is inf o rm at io n,  eac h  c o nt ainer f reig h t ed  b y  a sh ip sh o uld  b e 
eq uipped  w it h  t h e sm art  c o nt ainer m o d ule.  T h e larg e num b er o f  
c o nt ainer b o x es o nb o ard  o f  a sh ip f o rc es nec essit y  o f  
im plem ent at io n spec ializ ed  sh ip w ireless net w o rk  c o nnec t ed  t o   
a sh ip c o nt ro ller w it h  sh ip’ s d at a b ase.  O n d em and ,  all c o nt ainers 
sh o uld  send  req uired  d at a t o  t h e c o nt ro ller w h ic h  st o res t h em  in  
a sh ip d at a b ase.  I n pred et erm ined  t im e int erv als w h en at  sea and  
at  t h e ent ranc e t o  t h e h arb o ur a sh ip’ s t ranspo nd er t ransm it s 
im po rt ant  d at a t o  t h e lo c al o r g lo b al sec urit y  d at a b ase.  
T ransm issio n t o  t h e lo c al ( po rt )  sec urit y  d at a b ase w o uld  b e d o ne 
v ia land  w ireless sy st em s net w o rk s ( V H F / U H F )  and  t ransm issio n 
t o  t h e g lo b al d at a b ase,  f o r ex am ple t o  t h e L o ng  R ang e 
I d ent if ic at io n and  T rac k ing  sy st em  ( L R I T )  [ 4 ] ,  w o uld  b e m ad e v ia 
sat ellit es net w o rk s.  I t  is o b v io us t h at  t h e c o o perat io n b et w een t h e 
po rt  sec urit y  sy st em  and  t h e g lo b al sec urit y  sy st em  ( i. e.  L R I T )  
sh o uld  b e arrang ed .  T h e c o o perat io n b et w een h o m eland  sec urit y  
sy st em s o f  sev eral h arb o urs in o ne c o unt ry  is also  ad v isab le.  O n 
F ig ure 1 ,  t h e c o nc ept  o f  a c o nt ainer m o nit o ring  sy st em  is 
present ed .  

Sh ip’ s env iro nm ent  is uniq ue and  v ery  d if f ic ult  f o r rad io  
t ransm issio ns.  T h e rad io  t ransm issio n o nb o ard  o f  a sh ip req uires 
applic at io n o f  a sy st em  resist ant  t o  t h e d if f erent  elec t ro m ag net ic  
int erf erenc es and  pro v id ing  reliab le c o m m unic at io n o v er b ad  rad io  
c h annels,  f o r ex am ple spread  spec t rum  sy st em  i. e.  D irec t  
Seq uenc e C o d e D iv isio n M ult iple A c c ess D S-C D M A  [ 3 ] .  T h e 
C D M A  sy st em  allo w s m ult iple use o f  t h e allo c at ed  rad io  spec t rum  
b y  d elib erat ely  spread ing  t h e spec t rum  o c c upied  b y  eac h  user 
( sm art  c o nt ainer m o d ule)  w it h  h ig h -speed  c o d e w o rd  uniq ue t o  
t h at  user ( c o nt ainer) .  T h e spec t rum  spread ing  t ec h niq ue in  
D S-C D M A  is ac h iev ed  b y  m ult iply ing  t h e narro w b and  
inf o rm at io n ( user d at a)  b y  m uc h  w id er spread ing  sig nal w h ic h  is 
usually  a pseud o  rand o m  no ise seq uenc e,  and  t h e t ransm it t ed  
sig nal is m o d ulat ed  b y  a w av ef o rm  w h ic h  is no t  relat ed  t o  t h e 
t ransm it t ed  inf o rm at io n.  T h is f eat ure o f  t h e C D M A  m ak es 
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possible easy container identification by different spreading 
seq uences assigned to each  container box  and th e modulating 
w av eform determines th e final bandw idth  of th e transmitted 
signal. A t th e receiv er th e original user data may be recov ered by 
correlating th e demodulated w av eform w ith  th e original spreading 
code. A ll oth er signals remain fully spread and are not subj ect to 
demodulation. I t could be concluded th at deliberate spreading of 
th e spectrum of a signal is w asteful. H ow ev er,  spreading th e signal 
bandw idth  by some factor low ers th e signal pow er spectral density 
by th e same factor. 
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3. T h e  S m a r t  C o n t a i n e r  M o d u l e  
 

T h e S mart C ontainer M odule ( S C M )  is one of th e most 
important components of th e monitoring system,  because 
determining possible th reats inside th e container can h elp to 
localise and neutralise th em before th ey can be dangerous for 
people,  sh ips and/ or ports. T h e module sh ould be composed of  
a measurement unit w ith  different sensors and a radio unit,  both  
controlled by th e smart processor and operating algorith m. 
S oftw are for th e processor sh ould also be designed,  for ex ample in 
th e S oftw are D efined R adio tech nology ( S D R )  [ 2 ] . T h e flex ibility 
of th e module w ill enable monitoring and measurements of certain 
parameters of th e container inside. F or th is purpose th e module 
sh ould be eq uipped w ith  different sensors inside of th e container 
box  [ 1 ] ,  depending on a ch aracter of th e freigh t,  for ex ample:  
temperature,  pressure,  h umidity,  mov ement ( to identify th e states 
of opening/ closing of container,  mov ements in th e box ) ,  possible 
presence of gases or radiation,  etc. I t is also important to localise  
a suspicious containers and ev ery module sh ould be also eq uipped 
w ith  a built-in satellite nav igation receiv er ( G P S / G lonass/  
G A L I L E O ) . T h e basic information ( th e trav el documents)  of th e 
cargo,  its content,  loading point,  destination and additional data 
sh ould be stored in th e module memory and ev ery time it is 
needed,  sh ould be sent to port/ sh ip security serv ice v ia w ireless 
radio access link . T o assure possibly th e most efficient data 
transmission ov er th e radio ch annels from th e module to th e 
port/ sh ip radio base stations,  connected to th e security data base,  
th e follow ing tech nical parameters of th e radio unit sh ould be 
designed:  freq uency band,  modulation meth od,  information code 
system,  access sch eme,  radio netw ork  protocols and radio link  
pow er budget parameters. I t is obv ious th at th e module sh ould 
h av e a v ery small electric pow er consumption to assure failure-
free w ork  of module for a long period of time. A lso,  v ery 
important is th e compact construction,  w h ich  means dimensions of 
th e module as small as possible. F urth ermore,  th e module sh ould 
be protected from env ironmental factors impact ( for ex ample 
w ater-proof,  etc.)  and sh ould be temper proof w ith  automatic 
alarm transmission possibilities. T o increase possibility of th e 

implementation of th e container monitoring system in th e future,  it 
is crucial th at th e container module sh ould be inex pensiv e. I t 
forces th e low  costs of th e serial production w ith  th e preserv ation 
of all functional parameters at possibly h igh  lev el. A s w e can see,  
th e design of th e smart container module w ill be a complex  task . 
O n a F igure 2 ,  a simple diagram of th e smart container module is 
depicted. 
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4 . M a i n  d e s i g n i n g  c h a l l e n g e s  
 

B efore implementation of th e C ontainer M onitoring S ystem in 
P olish  H arbours of G dynia and G dansk ,  it is needed to specify th e 
propagation factors in th e different ports areas. I t can be easily 
done by an analysis of th e electromagnetic field measurement 
results. T h e estimated propagation models in th ese areas w ill be 
v ery h elpful in designing of th e efficient radio infrastructure for 
th e monitoring system. A noth er significant issue is design of th e 
smart container module prototype w ith  an open arch itecture,  so 
th at its functionality could be easily enh anced in th e future w ith out 
necessity of maj or modifications of th e module h ardw are. T h e 
module prototype w ill be tested in th e real env ironment and th e 
C M S  design w ill be v erified. F inally,  it is of a v ital importance to 
built a w ireless netw ork  onboard on th e sh ip,  resistant to th e 
strong interferences and compatible w ith  th e oth er sh ip’ s systems,  
protocols and interfaces used for communication of th e sh ip data 
base w ith  local,  h omeland or global security data bases. 
 
5 . C o n c l u s i o n  
 

T h e results of th is proj ect w ill be used for implementation of 
th e real-time C ontainer M onitoring S ystem in P olish  h arbours of 
G dynia and G dansk . W e h ope th at it w ill be original contribution 
to th e improv ement of maritime security. T h e telecommunication 
infrastructure for th ese h arbours w ill be designed,  built and tested 
for certain ch osen th reats scenarios. 

 
T h e proj ect is financially supported by th e M inistry of 

E ducation and S cience of th e R epublic of P oland ( G rant N o. R 0 2  
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