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Abstract

This paper presents a method of the DS CDMA signals with BPSK modulation detection through the ex-
amination of the enhanced signal spectrum density. On the base of experiments carried out on the real radio
communication signals the impact of a narrowband emission occurring in the examined frequency band on
the detection process effectiveness was shown. The results of the experiment aimed at the detection of the
satellite navigation system GPS signals are presented.
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Introduction

The rapid development of radio communication
together with innovativeness of technologies used in
control structures and precision mechanical engineering,
creates the possibility to implement them in remotely
controlled unmanned vehicles (UVs) and mobile
platforms dedicated to military and special purposes. From
a viewpoint of the specific of the tasks which are to be
realized on a modern battlefield (i.e. reconnaissance) the
issue of providing an efficient yet secretive and jamproof
data transmission between an UV and an operator console
or a command system becomes not irrelevant.

One of the methods of increasing the resilience of
wireless communication systems to interference signals
is the use the DS SS (Direct Sequence Spread Spectrum)
signals. Its unquestionable advantage is the possibility of
transmission on very low power levels. It can be expected
that if the adversary is using the DS SS signals, at the radio
reconnaissance points, their radio power will be lower than
the noise.
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1. The simplified diagram of signal transformation for the
ietion of the DS SS transmission with BPSK modulation, on
frequency, using the DFT modulus.
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appearance of a spectrum component at frequency
b times higher than the signal carrier frequency can be
served. Taking into account the input signal amplitude
| (the case for the DS CDMA signal survey), this
lationship becomes:

A*cos2a+ A®
b/ 2

A*cos’ a =

Thus, the signal amplitude at the frequency two times
oher than fn carrier equals Az/2 . If the worst case is con-
dered, i.e. when sought after signal is among spectrum
omponents determined by the DFT, then the spectrum
amponent amplitude in the vicinity of frequency 2f will
itbe less than 47/, - sinc(0.5). Moreover, the components
fspectrum modulus determined by the DFT are symmet-
il to 0.57, (where: f, - sampling frequency). In that case,
e values of sough after spectral line modulus will be two
mes smaller. The successive stages of signal transforma-
i by the DS SS signal detection method is depicted in
fig. 1.

The detailed description of the DS SS signal detection
iy the power spectral density analysis of squared signal is
cluded in publication [1].

The Results of Experiments Carried Out under
Real Signals Impact

On a station for laboratory tests with the use of
wideband physical signals under real signals impact the
hllowing devices were applied:

wideband receiver;

vector signal generator with built-in noise generator;
spectrum analyzer;

acquisition card (ADC);

signal combiner;

omnidirectional antenna to operate in the 0.3-10 GHz;
- satellite antenna to operate in the L band;

- 1525-1559 MHz bandpass filter;

- low noise amplifier (LNA);

- PC.

The diagram of the research station is depicted in
fig. 2. The configuration of devices secured conducting
fwo experiments aimed to:

[) The detection of the wideband transmission of the DS
CDMA with BPSK modulation with negative SNR

Signal Generator Signal Analyser

RF
RF 500 500

#

;
VIDEO1| VIDEO2

Passband Filter A LAN Channel 1

1625 1559 L RF1 INPUT
MHz B : - -
f Wideband Reciver Acqusition Card

Fig. 2. The research station for laboratory tests with the use of
wideband physical signals under real signals impact.

values, realized in the vicinity of the real and relatively

strong signals which are narrowband interference for

detection algorithms (RF1 input switch in the receiver

in position A — Fig. 2);

2) The detection of the actual transmission of the DS
CDMA with BPSK modulation and negative values of
SNR as implemented in the GPS satellite navigation
system (RF1 input switch in the receiver in position B
—Fig. 2).

The first experiment was performed to detect the wide-
band transmission of the DS CDMA BPSK modulation
with negative SNR values, carried out in the vicinity of
real and relatively strong signals which is narrowband
interference for the detection algorithms. The results for
procedures performed with an inactive and active block
for detection and elimination of narrowband signals are
presented.

The experience was conducted in the measurement
system, whose scheme is shown in Fig. 2 (RF1 input
switch in the receiver in position A).

The aim of the experiment was to explore the possi-
bilities of the DS SS signal with BPSK modulation de-
tection in the presence of the real signals. For this as the
background the satellite signals received in the frequency
range 1525 MHz to 1560 MHz were used. The range of
frequency band for the study was chosen in such a way
that there was relatively strong narrowband interference in
the vicinity of the sought after signal. The ratio of the max-
imum levels of the carrier power to the level of noise to
signal “interfering” ranged from 10 to 20 dB (Fig. 3a). The
parameters of generated the DS CDMA signal with BPSK
modulation were selected in such a way to get a negative
ratio of wanted signal to the noise power SNR = — 10 dB
at the input of the acquisition card. The frequency range
covered by the presence of the wideband direct-scatter-
ing spectrum indicated in Figs. 3a and 4a in a shaded box
(B,s = 2.44 MHz, f = 21.4 MHz on the IF). The results
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Fig. 3. Demonstration of PSD for signal samples on the input of the
acquisition card (a) and results of the DS CDMA transmission in the
absence of procedures for the elimination of narrowband signals.
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of the experiment in the form of spectrum power density
characteristics of the analyzed signal bandwidth and sig-
nal PSD of squared signal samples (in terms of twice the
frequency) is shown in F ig. 3 and 4. In the presented spec-
tral characteristics the FFT of size N = 2™ was used.

Analyzing the results obtained, it can be concluded that
when the narrowband signals have not been subjected to
elimination (Fig. 3b), the detection condition has been met
for the six components of the spectrum. As it can be seen,
none of the components exceeding the detection threshold
does not come from the DS CDMA signal hidden in
noise. Moreover, in the middle of the band appeared some
unwelcome “false” components indicating the possibility
of hidden signals in noise. These components are the
products of intermodulation, arising from the squaring of
signal samples.

To sum up the carried out experiments, it can be
concluded that the detection process has been disturbed
by narrowband signals, and the obtained results give an
erroneous impression of the existence, in the analyzed band,
the wideband DS SS signals with negative SNR values.

Therefore, the detection procedures were repeated
on the same samples, but this time with the active block
for detection and elimination of narrowband signals. As
a result of implementation of appropriate procedures
six narrow-band signals were detected and eliminated.
Then obtained PSD which figure in the band analysis is
presented in Fig. 4a. Such a prepared signal was processed
in accordance with a signal detection algorithm for
DS CDMA transmission with BPSK modulation using
spectral analysis of the squared samples put in the time
domain. The result in graphic form and the selected
detection threshold is shown in F ig. 4b.

The experiment RF center frequency for input circuits
of the receiver corresponded to the carrier frequency of
generated spread spectrum signal, which in turn should
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Fig.4.PSD ofthe signal of fig. 3aafter the elimination of narrowband
signals (a) and the results of the procedures for detecting the DS
CDMA transmission with BPSK modulation (b).

lead to the emergence of P, component (harmonic coming
from searching for DS CDMA signal) on the frequency
42.8 MHz, exactly twice the IF carrier of 2 1.4 MHz,

From the analysis of the obtained results (Fig. 4b), it
can be assumed that in the observed case of component P,
the detection was correct and the carrier wave frequen-
¢y (in the IF band) of the detected the DS CDMA signal
with BPSK modulation was specified as 21.401978 MHz
— what taking into account the PSD frequency resolution
Af,., = 6.103 kHz (resulting from the size of the used
FFT) is the result that deviates from the actual frequency
of generated signal by 1.978 kHz, which is below the fre-
quency resolution of the designated PSD.

GPS Signal Detection

GPS is a classic example of the use of wideband DS
CDMA that allows of receiving signals of power not
exceeding thermal noise power. The experiment was
conducted in the measurement system, whose scheme
is shown in Fig. 2 (RF1 input switch in the regeiver in

position B). Processing of received, sampled and recorded

signal was implemented with the active block for detection

and elimination of narrowband signals. For purposes of

this experiment the bandwidth matched to the band of

the sought after signal, which in line with the method
assumptions should ensure the getting in the middle of
the band of analysis the P, component that indicates fhie

sought after signal of the DS CDMA GPS system,

The center frequency of the receiver’s input circuify
working in the receiving set was adjusted at /= 15754

MHz. On that carrier frequency by each satellite, the GPS

navigation messages are transmitted, which transmission
is carried out in two separate DS CDMA channels differing
from each other with the bandwidth. The first channel
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Table 1. The guaranteed values of signals coming form the GPS
wtellite to the receiving antenna.

Minimum level of GPS | Maximum level of GPS

Frequency signal {[dBm]} signal [dBm]
[MHz]
PPS SPS PPS SPS
1575.42 -133 -130 -125 -123

~(dedicated to a Standard Positioning Service, SPS, is 2.046
~ MHz band, and the second for a Standard Positioning
Service, SPS, band of 20.46 MHz. In both channels the
- BPSK modulation techniques are used.
Table 1 shows the level of the guaranteed value of the
- GPS signal coming from a satellite to the receiver antenna
~ (for the topocenetric height of a satellite above 5°) [6]. Test
~signal recording was made at the time when the reception
- of satellite transmission from ten satellites of the system
~was possible.
~  The spectral power density of thermal noise for the
system of an impedance of 50 Q is 174dBm/Hz. One can
~ ssume that taking into account only the thermal noise
- power for the SPS channel of 2 MHz bandwidth which is
111 dBm the condition of a negative value of the SNR for
e executed experiment has been met. The average value
~of the SNR for the total power of the signals reaching the
receiving antenna should theoretically be about -5.5 dB.
~  Duringthe experiment, there were no narrowband signals
~in the band of analysis. The power spectral density of the
~ recorded samples and the results obtained by processing and
~analysis of the 10 000 times averaged PSD of the squared
signal (in the time domain) is shown in Fig. 5.

As a result of developed procedures for signal
~ processing the proper identification of the carrier frequency
for a GPS signal has been received. The frequency of
rcommended P, component indicated f, = 42.793614
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Fig. 5. The signal PSD on the acquisition card input (a) and the
result of implementation of procedures for detection of the GPS
signal at a frequency /= 1500.420 MHz (b); FFT size: N =27,

MHz, which means that in the bandwidth of analysis (IF)
the detected signal is located on frequency two times lower,
so F,=21.399307 MHz. Taking into account the obtained
result, for the center frequency of the receiver’s input
circuits (= 1575.420 MHz) and the value of intermediate
frequency (f,. = 21.4 MHz) it can be concluded that the
frequency of the detected signal in relation to the channel
center frequency of the GPS system has been specified
correctly (with the FFT resolution of Af,..= 763 Hz).

Conclusions

The conducted experiments have confirmed the
effectiveness of signal processing methods developed
for the detection of the DC CDMA transmission with
BPSK modulation and the power of signal lower then
noise power. Using the method for testing the squared
signal PSD, it is imperative to carry out the elimination
of narrowband signals present in the analysis. Unwanted
narrowband signals can disturb the proper operation of
the detection algorithms by generating ambiguous and
“fake” results.

The process of detection of the DS CDMA signals,
whose power is lower than the noise power, is a complex
one, and therefore, it should be carried out simultaneously
by different methods: correlation, spectral power
averaging, and averaging of squared signal PSD.
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