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Abstract-Quality of Service (QoS) is usually provided in 
ad hoc networks using a class-based approach which, without 
dedicated security measures in place, paves the way to various 
abuses by selfish stations. Such actions include traflic remapping 
attacks (TRAs), which consist in claiming a higher trafik priority, 
i.e., false designation of the intrinsic traffic class so that it can be
mapped onto a higher-priority class. In practice, TRAs can be
executed in IEEE 802.11 ad hoc networks using the Enhanced
Distributed Channel Access (EDCA) function. This attack is 
easy to perform yet hard to prevent. We propose a distributed
discouragement scheme based on the threat of TRA detection and
punishment. The scheme does not rely on station identities or a
trusted third party, nor does it require tampering with the MAC
protocol. We analyze an arising non-cooperative TRA game and
find that under certain realistic assumptions it only incentivizes
TRAs if they are harmless to other stations; otherwise the selfish
stations are induced to learn that TRAs are counterproductive.

Index Terms-Ad hoc networks, IEEE 802.11, EDCA, QoS, 
game theory, selfish behavior, traffic remapping attack. 

I. INTRODUCTION 

A
LOCAL ad hoc network can be modeled as a collection 

of stations contending for a single wireless channel in 

order to exchange data without a fixed transmission infras­

tructure, central supervision, admission control, or trusted 

network-wide security mechanisms. Each station hosts user 

applications that generate higher-layer traffic of various Qual­

ity of Service (QoS) requirements dependent on the traffic 

class. The task of the underlying network protocols is to 

map the higher-layer traffic class onto some network-defined 

traffic class so as to provide the required QoS at the lower 

layers. MAC-layer class-based QoS provisioning in ad hoc 

networks often uses a DiffServ-like approach [l] whereby 

a higher-layer (e.g., IP) packet carries information (e.g., a 

Distributed Services Code Point, DSCP) that determines the 

medium access rights of a data frame the packet is converted 

to. However, without dedicated security measures in place, this 

approach paves the way to various abuses by selfish stations 

that pursue a better QoS than prescribed by the higher-layer 

traffic class they generate. Such behavior can be referred to 

as a traffic remapping attack (TRA); it consists in claiming 

a higher medium access priority by false designation of the 
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higher-layer traffic class so that it can be mapped onto a higher 

MAC-layer priority. 

A perfect scenery for TRAs are IEEE 802.11 ad hoc 

networks using the Enhanced Distributed Channel Access 

(EDCA) function [2]. EDCA is a collision avoidance scheme 

which enables QoS differentiation among multiple traffic 

classes by improving over the well-studied mechanisms of its 

predecessor, the Distributed Coordination Function (DCF). In 

DCF, stations defer a transmission of a data frame until a 

specified-length DCF Interframe Space (DIFS) period of idle 

medium has been detected and subsequently back off for a 

random number of time slots, as defined by the contention 

window (CW), at the same time limiting the transmission 

opportunity (TxOP), i.e., the amount of transmitted data per 

single access instance. EDCA extends this by having each 

higher-layer traffic class mapped onto an access category (AC) 

characterized by its own CW and TxOP limits, as well as an 

Arbitration Interframe Space (AIFS) analogous to DIFS. By 

assigning different AIFS, CW, and TxOP, parameters to each 

AC it is easy to prioritize medium access, thus offering better 

QoS to higher-priority traffic. The defined ACs are, in order of 

decreasing priority, voice (VO), video (VI), best effort (BE), 

and background (BK). 

EDCA enables a selfish station to, e.g., shorten the AIFS 

or CW, or expand the TxOP for the AC it is using, in order 

to step up the relative priority of its traffic. MAC parameter 

manipulation of this kind is feasible with contemporary wire­

less card drivers [3] and has been well-studied, cf. Section 

IL However, a TRA has advantages over MAC parameter 

manipulation: it brings the frame more resources along the 

whole end-to-end route instead of just in the attacker's single­

hop vicinity (the impact of which is not considered here) and 

is much simpler to perform, as shown in the lower part of 

Fig. 1. A user application claims a higher AC for its best 

effort higher-layer traffic using packet mangling software (e.g., 

Linux iptables) to substitute the DSCP with a real-time DSCP 

in its IP packets. These packets, when converted to data frames 

at the MAC layer, will be remapped from the BE AC to the 

VO AC, and thus will achieve a much higher throughput than 

they are entitled to relative to other traffic. Clearly, an attacker 

station performing the TRA is likely to deteriorate the QoS 

provided to honest stations which designate their higher-layer 

traffic class correctly. A TRA can be easily executed using 

local packet mangling software, which does not require access 

to the wireless card driver. In particular, the AC designation 

of a data frame, i.e., the AC field in the MAC header, need 

not be tampered with. This implies that superficial detection 

schemes comparing the AC field with the higher-layer traffic 
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