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Abstract

This paper presents a framework of knowledge risk management in the face of the

COVID-19 crisis, derived from the literature on knowledge management, knowledge

security, and COVID-19. So far, both researchers and practitioners have focused on

knowledge as an asset and their efforts have been aimed at the implementation of

knowledge management in various organizational contexts. However, with increasing

threats related to cyberattacks or hazards associated with knowledge loss

(as magnified by the COVID-19 crisis), there is a growing need to account for

knowledge-related risks. In this conceptual paper, we integrate the contributions

from the knowledge management and knowledge security fields, together with

research on COVID-19 to help organizations protect the knowledge they create,

store and share. Based on a structured literature review, our investigation provides

researchers and managers with a framework for securely handling organizational

knowledge in a critical situation. Our framework revolves around two foci: one the

one hand, building appropriate knowledge risk measures and controls; on the other

hand, holistically tackling knowledge risks as part of knowledge management

activities.

1 | INTRODUCTION

At present, dramatic challenges have risen for public and private orga-

nizations alike in how they manage the knowledge they produce,

maintain, and exchange (Bratianu, 2020; Bratianu & Bejinaru, 2021;

Cegarra-Navarro, V�at�am�anescu, & Martínez-Martínez, 2021; Cegarra-

Navarro, Wensley, et al., 2021). Besides its dramatic consequences on

human health (according to the COVID-19 Weekly Epidemiological

Update published on 11.01.2022, COVID-19 has caused globally

more than 5.4 deaths [COVID-19 Weekly Epidemiological Update,

2022]), COVID-19 is having an undeniable economic impact. To pre-

vent the dynamic spread of the disease and the collapse of health care

systems, it has been necessary to reduce the economic activity by

keeping employees from work and consumers from their purchases

(Baldwin & Mauro, 2020, p. 8). This of course has caused serious eco-

nomic consequences. The United Nations predicted the pandemic will

reduce the 2020 world economy by 3.2%, which is the highest figure

since the Great Depression (Associated Press (AP), 2020). According

to the forecast vintage (December 2020), in advanced economies the

median depth of the recession was �7.9%, while in emerging and devel-

oping economies the median depth of the recession was �8.8%

(G�omez-Pineda, 2020, p. 67). Further, forecasts by the World Economic

Forum (2020) show how the pandemic will likely push 40–60 million

people into extreme poverty. Finally, according to the World Trade

Organization (WTO), in 2020 a significant downturn in global trade was

expected, in the range of 13–32%, depending on the development of

the situation (e.g., duration of lockdowns) (Bekkers et al., 2020).

Undoubtedly, the consequences of the COVID-19 will be serious and

long-term and new measures and tools are needed to help organizations

overcoming them.

The global pandemic has facilitated the emergence of new prac-

tices. An example can be remote working or working from home, which

has become a must for a considerable group of workers (Arntz et al.,

2020) and brought many challenges, for example, inequality related with

household works or occupational segmentation (Kramer & Kramer,

2020). Among other practices, there are virtual connections with
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customers and providers, and changing working patterns, for example,

for example team collaboration (Waizenegger et al., 2020). At the same

time, new threats have risen: increased unemployment due to raising

redundancies (Blustein et al., 2020; Gallant et al., 2020), decreased levels

of trust in the economy (Bunker, 2020; Khurshid, 2020; Lovari, 2020),

disrupted supply chains (Aday & Aday, 2020; Ivanov & Das, 2020;

Mollenkopf et al., 2020), etc. In these challenging circumstances, busi-

nesses, in particular SMEs, which are usually less resilient than large

incumbents, have to find new ways to leverage their knowledge and,

where possible, protect it from such new threats.

Since the arise of knowledge management field, knowledge has

been perceived as a strategic asset and organizations effectively man-

aging it could benefit from an improved market position (Darroch &

Mcnaughton, 2003) or, in the best case scenario, achievement of com-

petitive advantage (Lee & Lan, 2011). Other benefits of appropriate

KM also included: better operational performance (Andreeva & Kianto,

2012; Darroch, 2005; Vaccaro et al., 2010), improved customer satis-

faction (Edvardsson & Durst, 2013; Wei & Wang, 2011), and produc-

tion of innovation (Du Plessis, 2007; Junges et al., 2015). However,

recent research has underlined the possibility for significant downsides

connected with knowledge, namely the detrimental effects associated

with its loss, its capture by competitors or its waste, defined as ‘not
making use of available and potentially useful knowledge in the organi-

zation’ (Durst & Zieba, 2019, p. 5). This has led to the development of

nascent literature on knowledge risks (Bratianu, 2018; Durst et al.,

2016; Durst & Zieba, 2019; Zieba & Durst, 2018). As a new area of

study, knowledge risks have not been examined extensively so far and

therefore, there is no clear guidance on how organizations should be

handling them, especially now, in the face of the COVID-19 pandemics.

In these new settings, KM and knowledge security systems appear to

be possibly useful tools for organizations in handling for example, fact

disinformation and ensuing over-, or inadequate reactions, lack of reli-

able knowledge sources, lack of skills for crisis detection and response,

increase in information asymmetry, exploitation of general uncertainty

by cyber-criminals (e.g., increase in cyber-frauds; Interpol, 2020), etc.

What benefits could KM and knowledge security mechanisms

produce in the light of the COVID-19 crisis? We believe three orders of

benefits exist. First, the changing competitive scenario requires com-

panies to better utilize knowledge they collect, store, elaborate, and

share to produce competitive advantage. Second, knowledge sup-

ports the usage of vital resources in times of crisis (for example, the

best allocation of shrinking budgets, the deployment of staff to crucial

functional areas or the most effective ways to communicate the crisis

externally). Third, organizations that demonstrate superior utilization

and protection of knowledge can rebuild trust in customers and

other stakeholders, which has the potential to create competitive

advantage in times where trust is fast depleting. We offer here a

framework to integrate knowledge security as a fundamental organi-

zational activity, an inseparable part of a KM approach, for organiza-

tions operating under the challenging circumstances of the global

pandemic. Despite an acknowledgement of their importance in the

face of crises, research and practice in KM and security are still in their

infancy (Ahmad et al., 2014; Manhart & Thalmann, 2015; Obitade,

2019). In particular, KM researchers do not seem to pay sufficient

attention to knowledge security, considering it more like a sub-

component of a broader KM system (Jennex & Zyngier, 2007). By

means of our conceptual framework, we aim at supporting organisa-

tions at the mercy of the COVID-19 crisis in better managing and

protecting their knowledge. After a concise literature review, we

illustrate our methodology. Then we elaborate on our results and

discussion and finally, we conclude the paper.

2 | KNOWLEDGE MANAGEMENT AND
KNOWLEDGE MANAGEMENT MODELS

A variety of models and approaches to KM are present in the literature.

For example, Bukowitz and Williams (2000, p. 8) developed a KM pro-

cess framework which aims at helping organizations in generating, keep-

ing, and deploying strategically valid knowledge for value creation. At its

core, this cyclical model entails an exchange of knowledge between the

organization and the external world, where learning mechanisms derive

from knowledge usage and continuous knowledge assessment allows

organizations to sustain their KM efforts. Knowledge in this framework

may consist of knowledge repositories, information technologies, com-

munications infrastructures, process know-how, external resources, etc.

(Dalkir, 2011). Probst et al. (2000) have proposed a KM framework com-

posed by the following organizational processes: knowledge localization;

knowledge acquiring (either from inside the organization or its environ-

ment); knowledge development; knowledge sharing and dissemination;

knowledge usage; and knowledge retaining (consisting of three stages:

choosing knowledge residing in people, events, or processes that is

worth preserving, preparing this knowledge for storage, and updating

organizational knowledge). Similarly, Alavi and Leidner (2001) have

offered a process-based framework in which organizations are involved

in four knowledge processes, namely: knowledge creation, knowledge

storage/retrieval (organizational memory, where knowledge is kept in

different forms and formats), knowledge transfer (which can happen

between individuals in the organization, from individuals to other

sources, from individuals to groups, among groups or from a group to

the overall organization) and knowledge application (the utilization of

knowledge for the purpose of creating value and organizational compet-

itive advantage). Finally, Chan and Chao (2008) have proposed a unified

KM model in which knowledge is acquired, protected, applied and

converted into value, with the support of specific infrastructural

capabilities, namely technology, structure and culture.

Processes associated with knowledge can therefore be summa-

rized as follows: (1) Acquiring knowledge from internal and external

sources; (2) Searching for, and localizing, organizational knowledge to

be managed; (3) Developing and converting knowledge into value;

(4) Sharing and disseminating knowledge within the organization and

between the organization and the environment (e.g., clients, collabora-

tors, etc.); (5) Using and applying knowledge in the required settings;

and (6) Retaining and sustaining knowledge. In addition, KM processes

need to be led by previously established knowledge goals, a step that

is preliminary to the ones here identified (Probst et al., 2000).
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In the face of a crisis like COVID-19, knowledge-related pro-

cesses should be faster and more accurate. On the one hand, the crisis

requires companies to quickly acquire knowledge from external

sources (e.g., to be kept up-to-date about recent developments in the

market) or develop/convert existing knowledge into value; on the

other hand, it is crucial to carefully sift accurate knowledge from

unreliable one, which seems to abound in times of crises (Pennycook

et al., 2020; Renkel et al., 2020; van Bavel et al., 2020). One also

needs to consider the potential negative consequences related to

counter-knowledge, which can be defined as “sources of unverified

information, gossip, partial truths, or deliberate lies, which can be in

certain contexts mistaken for true facts” (Bolisani et al., 2021, p. 517).
According to the study by Cegarra-Navarro, V�at�am�anescu, and

Martínez-Martínez (2021), Cegarra-Navarro, Wensley, et al., 2021),

counter-knowledge may lead to evasive knowledge hiding, and further

to defensive reasoning. If it is continues in a vicious cycle, it may

result in bad decision making and lead to distrust in public institutions

(Cegarra-Navarro, Bolisani, & Cepeda-Carri�on, 2021). This is especially

valid in a crisis situation, such as COVID-19 pandemic. At the same

time, some established knowledge processes may have become inef-

fective. For example, informal organizational meetings may need to be

replaced with virtual ones. Also retaining and sustaining knowledge

may constitute a challenge when employees are made redundant.

Another challenge related to this new situation is potential knowledge

hiding due to defensive routines people might develop. In a study by

Cegarra-Navarro, V�at�am�anescu, and Martínez-Martínez (2021), Cegarra-

Navarro, Wensley, et al., 2021), it has been proved that unlearning does

not just influences defensive reasoning but also indirectly has an impact

on knowledge hiding. These are new challenges organizations must

become aware of.

All the knowledge processes revised or implemented from scratch

in an organization in the face of COVID-19, in order to be consoli-

dated and accepted by employees, need to be integrated within the

organizational fabric, namely organizational culture, structure and

technology. Organizations often concentrate only on the technologi-

cal aspects of KM processes, for example implementing a KM technol-

ogy solution and neglecting culture and structures necessary to

accompany such change. Moreover, organizations might find it diffi-

cult to focus on the latter aspects in the new conditions set by the

crisis (e.g., due to lack of time and resources, new challenges of

emerging working practices, etc.).

In order to unpack the connections that link KM and its processual

models with knowledge security, we will now briefly review relevant

literature on the latter.

2.1 | Knowledge security

Sitting at the intersection between KM and information security

(Desouza, 2006), knowledge security is defined by Ilvonen (2013,

p. 152) as ‘…the process of making and keeping the knowledge of

people working at a company secure’. According to Bose (2003,

p. 70), knowledge security can be defined as ‘the measures taken to

protect knowledge from accidental or intentional disclosure to

unauthorized persons and from unauthorized alteration’. In this defini-

tion, the significance of knowledge is highlighted based on the risks

associated with its disclosure or alteration; external threats are indi-

cated; and the basic components of a risk management approach to

knowledge security are laid.

In the light of the COVID-19 crisis, companies need to account

for emerging dynamics in order to secure their knowledge. Ilvonen's

definition stems from the very ontology of the concept of security, as

deriving from Latin secare (to saw), meaning separating something

(of value) from something else (a threat). Global crises like COVID-19

invite us to reconsider the loci of our life, in this case, work. Where

does the separation of what is valuable (knowledge) from the threat (the

external world) happen? The emergence of practices such as remote or

smart working, reliance on cloud computing or the storage of data and

information on private devices makes such separation (security) a

more challenging task. Organizational boundaries are progressively

less effective in ensuring the protection of knowledge, since the cur-

rent crisis has made organizations more asymmetric. Furthermore, tra-

ditionally public and private organizations rely on fragmented

initiatives to increase their protection (e.g., knowledge leakage). Even

when present, such initiatives are drawn from an information security

standpoint, which, alone, is often too technical and too difficult to

grasp by employees and board of directors alike (Ahmad et al., 2014).

Knowledge security has three dimensions: people, products, and

processes (Desouza, 2006). Along these dimensions, several implica-

tions can be extracted. First, when the dimension of people is

concerned, it can be useful to mix hard and soft measures from infor-

mation security (e.g., firewalls and employee training). In times of

COVID-19, this holds particularly true, as organizations rely on

employees working from remote to put in place appropriate practices

(e.g., using authorized software on work devices, connecting through

Virtual Private Networks, etc.). Second, when products are consid-

ered, it might be useful to draw lessons from information security

management as well (e.g., the explicit form of knowledge in the form

of documents may be protected with confidentiality clauses or secu-

rity tagging). Smart working practices require digitalisation of such

measures. Third, with regard to processes, procedures for knowledge

communication, especially in the case of relationships with externals,

need to be established. As an example, governments that have invited

their citizens to utilize contagion mapping devices in the wake of

COVID-19 have promptly responded to users' questions around pri-

vacy and security (Australian Government, 2020; Government of

Singapore, 2020).

As a complement to these components, and an expansion of the

product dimension, Ross and Schulte (2005) suggest that knowledge

security should be provided with appropriate technologies for KM. Exam-

ples of these technologies can be secure networks, password-protected

platforms, multi-factor authentication, etc. A delicate balance exists in

these situations: too much access to knowledge, and employees can

potentially endanger it; not enough access to knowledge, and the creation

of value from knowledge sharing can be hampered. A balance between

knowledge sharing and knowledge protection is paramount in a sound
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knowledge risk management system (Manhart & Thalmann, 2015).

Besides the aforementioned structural implications for knowledge secu-

rity, COVID-19 has also the potential to produce indirect implications: an

example could be a disgruntled, redundant employee that willingly tam-

pers with organizational knowledge in retaliation. In the next section, we

will describe the method adopted in our research. Our aim is to propose a

knowledge risk management framework for organizations to identify and

overcome their knowledge threats in the wake of COVID-19.

3 | METHODOLOGY

This paper uses structured literature review to analyze three areas:

KM, knowledge security, and the COVID-19 crisis. The output is a

framework for knowledge risk management in the wake of the

COVID-19 crisis. To perform the analysis, we followed the three-step

procedure proposed by Manhart and Thalmann (2015), that is, first

we identified the relevant literature; second we structured the review;

and finally, we proposed the contribution to the theory in the form of

the framework for knowledge risk management.

To provide the framework, we first applied the author-centric

approach, where we prepared a review of particular publications with

regard to the concepts discussed by the author(s), as proposed by

Webster and Watson (2002), namely Author A … concept X, concept

Y,…. After analyzing particular publications with regard to the con-

cepts they discussed, we transformed the results into concept-centric,

extracting the main outcomes concerning knowledge management

and knowledge security. Along the process, we kept in mind the rec-

ommendation of Webster and Watson (2002), who stated that ‘a
review succeeds when it helps other scholars to make sense of the

accumulated knowledge on a topic’ (p. xvii). We have provided the

following elements of the reviewed literature for this purpose:

description, theoretical implications, practical contributions, main con-

tribution for the present paper and synthetic attribution. Table 1

offers a detailed overview of the articles and sources investigated in

our review.

The resulting framework is presented in the next section.

4 | RESULTS AND DISCUSSION

Our framework is based on components singled out in the aforemen-

tioned pieces of research, in particular in Desouza (2006), Ross and

Schulte (2005), and (Manhart & Thalmann, 2015) and adapted to cater

for the dynamics of the COVID-19 crisis. We illustrate it based on

two foci: first, the risk management controls; and second, the risk

management process.

As with any knowledge risk management system, our model aims

at mitigating the consequences, or reducing the likelihood, of knowl-

edge risks in an organizational setting facing a crisis (e.g., COVID-19).

Controls and measures are therefore built around knowledge risks,

and stem from three types of mechanisms (legal, organizational, and

technical) and have three targets (people, processes, and products)

(Figure 1). In each specific target, sub-components can be derived as

follows: as for people, training and awareness can be improved by

‘borrowing’ methods from information security management and

focusing on the development of soft skills for knowledge risk manage-

ment; in terms of products, ‘hard skills’ can be complemented by

deploying adequate information security technologies; and finally, in

terms of processes, sound stakeholder and communication manage-

ment capabilities need to be developed. As far as the mechanisms are

concerned, they are of three types: legal, organizational and technical.

Legal mechanisms concern laws and regulations available at different

levels (e.g., national, international, union) that can help organizations

in protecting themselves against knowledge risks, for example, indus-

trial espionage, security breaches or intellectual property theft. Orga-

nizational mechanisms concern all types of actions that may be

undertaken by various organizational members to mitigate knowledge

risks, for example, creation of knowledge sharing culture, implementa-

tion of KM initiatives and practices, creation of knowledge maps,

undertaking knowledge risks measures (e.g., identifying knowledge at

risk and proposing ways of eliminating it). Finally, technical mecha-

nisms are related to all types of technologies and technical solutions

that may help organizations in controlling knowledge risks. Those can

be tools for knowledge storage and sharing, collaborative tools, anti-

various software, verification procedures to limit the access of

unauthorized people to knowledge, etc. In general, tools helping in

the provision of knowledge security are very useful here. All those

mechanisms can concern one or more of three targets, namely people,

processes, and products.

Knowledge risk controls alone are not sufficient in the COVID-19

crisis to ensure the security of organizational knowledge and ade-

quate processes for risk management are necessary. Based on our

review of the literature, we have singled out the following ones, which

built a connection between KM and knowledge security, as a compo-

nent of the former. From acquisition of knowledge from external and

internal sources, to retention and maintenance of knowledge, the

steps in this process should not be conceived in a chronological,

mono-directional order, but as the phases of a KM process in which

knowledge security is integrated with specific activities, and inte-

grated within the organizational culture, technology and structure

(Figure 2). It has to be taken into account that COVID-19 pandemic

has changed the functioning of organizations, as indicated in the intro-

duction of this paper, and the proposed framework integrates those

changes (they are marked in red color in the figure). First of all, organi-

zations due to problems with selling their products in the pandemic

(e.g., megastores, clothing industry, etc.) cannot count on their reve-

nues to the same extent as previously and therefore, they often need

to make reductions in investments and they have limited resources

(e.g., they might need to fire some employees or limit their operational

scale). Managing knowledge is more challenging in such conditions

(e.g., organizations might lose some of its knowledge due to reduc-

tions in employment). When organizations undertake their knowledge

security actions, they also need to address some challenges related to

the pandemic. For example, in the face of disinformation and counter-

knowledge creation, there is a risk of obtaining unreliable knowledge
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TABLE 1

Paper/source title Authors, (year) Description
Theoretical
implications Practical contributions

Main contribution for

the present paper (and
synthetic attribution,
see Figure 1 and
Figure 2)

Managing knowledge:

Building blocks for

success

Probst, G., Romhardt,

K., & Raub, S. (2000)

A KM framework

composed of several

organisational

processes

The building blocks for

the re-design of any

KM framework are

offered and

articulated in a

composite way,

laying the

foundations for a

reflection on how an

innovative KM

framework could

look like to address

COVID-19's

challenges.

Practitioners in KM are

warned to identify

appropriate KM

goals before

designing their KM

framework.

Offered the essential

steps for the

re-design of KM

processes under

COVID19

constraints: acquiring

knowledge, searching

for and localising

knowledge,

development and

conversion of

knowledge, sharing

and dissemination of

knowledge, usage

and application of

knowledge, and

retaining and

sustaining knowledge

(Re-design of KM

processes)

Emphasised the

relevance of

preliminary

establishment of

knowledge goals,

prior to establishing

any knowledge risk

management

framework

(Knowledge goals)

Knowledge

management in

small and medium-

sized enterprises

Chan, I., & Chao, C.-K.

(2008)

A unified KM model in

which knowledge is

acquired, protected,

applied, and

converted into value

In the face of the

uncertainties that

they typically face,

SMEs need to

increase the

resources they utilise

to harness the value

of knowledge

effectively.

Knowledge

management

capability is

determined by a

balanced

combination of

structure, culture,

and technology.

(1) Companies are

encouraged to set up

appropriate plans for

the acquisition of

knowledge

(2) Management can

facilitate the

conversion of

individual knowledge

in a collective

resource

(3) Employees should

be offered

opportunities to

experiment with

their knowledge

(4) Management should

be in charge with

setting up plans to

protect knowledge

Contributed specific

infrastructural

capabilities that

serve to integrate

KM in the

organisational fabric:

culture, technology,

and structure

(Integration of KM

with organisational

culture, technology,

and structure)

Security as a

contributor to

knowledge

management

success

Jennex, M. E., &

Zyngier, S. (2007)

A KM success model is

proposed to illustrate

how security (in

particular, risk

management) and

associated models

(e.g., the National

The article identifies

bodies that are

responsible for

governance activities

within the proposed

KM framework, their

roles, and their tasks.

The article incorporates

knowledge security

into KM practices.

Contributed a focus on

incorporating a

knowledge security

component in the

proposed knowledge

risk management

(Continues)
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TABLE 1 (Continued)

Paper/source title Authors, (year) Description
Theoretical
implications Practical contributions

Main contribution for

the present paper (and
synthetic attribution,
see Figure 1 and
Figure 2)

Security

Telecommunications

and Information

System Security

Committee [NSTISSC]

security model) can

be applied to KM

management support

and governance and

KM strategic

activities

The article also

identifies and

analyses the

fundamental

processes that

govern KM. The

research contributes

an operationalizable

framework for

organisations to

leverage authority,

risk-management,

financial control, and

measurement for KM

purposes.

framework

(Knowledge security)

Knowledge

Management and

Knowledge Systems:

Conceptual

Foundations and

Research Issue

Alavi, M., & Leidner, D.

E. (2001)

An extensive review of

KM literatures with

the purpose of

identifying prominent

areas for future

research in this field

This review examines

KM literatures in

different fields and

highlights the most

important areas for

future research.

A process view of

organisational

knowledge

management with a

deep-dive in the role

of IT to support it.

Contributed a process-

based approach to

KM (process-based

approach of the

proposed knowledge

risk management

framework)

Using social and

behavioural science

to support COVID-

19 pandemic

response

van Bavel, J.J., Baicker,

K., Boggio, P.S.,

Capraro, V., Cichocka,

A., Cikara, M.,

Crockett, M.J., et al.

(2020)

A discussion of

extensive evidence

on pandemics-related

research topics such

work on navigating

threats, social and

cultural influences on

behaviour, science

communication, moral

decision-making,

leadership, and stress

and coping, with

emphasis on practical

insights for effective

response to the

COVID-19 pandemic

and on outstanding

research gaps

The paper reviews

historical work on

issues related to

pandemics in the

social and

behavioural: threat

perception, social

context, science

communication,

aligning individual

and collective

interests, leadership,

and stress and

coping.

Behavioural and social

sciences can offer

support in mitigating

the potentially

devastating effects

of COVID-19, in

particular around

health

communication

strategies.

Offered an

understanding of the

dynamics that

characterise the

distinction between

accurate and

unreliable sources of

knowledge and the

latter's abundance in

times of crisis

(Unreliable knowledge)

Fighting COVID-19

misinformation on

social media:

Experimental

evidence for a

scalable accuracy

nudge intervention

Pennycook, G.,

McPhetres, J., Zhang,

Y. and Rand, D.G.

(2020)

A study that unpacks

the reasons why

individuals share false

information on

COVID-19 on social

media. The study

demonstrates that

nudging people to

think about accuracy

improves choices

about what to share

on social media.

This study confirms the

existence of an

inattention-based

account of COVID-

19- misinformation

transmission on

social media,

whereby accuracy of

the shared

information is low

due to users' low

attention to the

contents they share

Nudging users and

prompting them to

pay more attention

on the accuracy of

the information

about COVID-19

shared on social

media can help

reduce the extent of

disinformation about

the pandemic.

Offered an

understanding of the

reasons why

individuals share

unreliable

information about

COVID-19 on social

media and suggested

nudging as a simple

strategy to counter

this (Unreliable

knowledge)

Knowledge

management-

enabled health care

Bose, R. (2003) This study

conceptualises a

knowledge

This research confirms

the growing

realisation that a

This study offers

managers in

healthcare a

Provides the definition

of Knowledge

Security utilised in
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TABLE 1 (Continued)

Paper/source title Authors, (year) Description
Theoretical
implications Practical contributions

Main contribution for

the present paper (and
synthetic attribution,
see Figure 1 and
Figure 2)

management

systems:

Capabilities,

infrastructure, and

decision-support

management-enabled

healthcare

management system

to integrate clinical,

administrative, and

financial processes in

health care and

through a common

technical architecture.

The study also

contributes a decision

support infrastructure

for clinical and

administrative

decision-making.

more diffused use of

appropriate IT could

increase efficiency

of, and improve the

performance of,

healthcare decision-

making systems in

the industry,

together with

protecting the

confidentiality of

patient information.

management system

(backed with the

appropriate IT

infrastructure) to

support decision-

making by

integrating clinical,

administrative, and

financial processes in

healthcare.

the proposed

framework (the

measures taken to

protect knowledge

from accidental or

intentional disclosure

to unauthorised

persons and from

unauthorised

alteration)

Protecting

organisational

competitive

advantage: A

knowledge leakage

perspective

Ahmad, A., Bosua, R., &

Scheepers, R. (2014)

A conceptual

framework to protect

organisational

knowledge and

preserve competitive

advantage, with

specific focus on

knowledge leakage.

This article synthesises

the measures to

protect knowledge

and information in

organisations across

four categories:

Strategic-Level

Management

Initiatives,

Operational-Level

Knowledge

Protection

Processes,

Supporting

Technology

Infrastructure, and

Legal Structures

The article emphasises

the need for a more

comprehensive

managerial

framework to enable

organisations to

calibrate their

current approaches

and manage

information and

knowledge

protection more

strategically.

Warns against the

exclusive utilisation

of technical

information security

measures as the sole

way to protect

knowledge from

leakage

Knowledge Security:

An Interesting

Research Space

Desouza, K. (2006) A foundational,

conceptual article

that paves the way

towards investigation

knowledge security

and its composing

dimensions.

Operating at the

intersection between

KM and information

security, knowledge

security is an under-

explored area that

yet can secure

competitive

advantage to

organisations.

Organisations need to

pay attention to the

three levels in which

knowledge security

can be ensured:

products, people, and

processes

Offers the targets of

knowledge risk

management

controls proposed in

our framework:

people, products, and

processes.

Emphasised the

importance of setting

appropriate

knowledge security

controls and

measures in any

proposed framework

(determination of

knowledge security

controls and

measures)

Protecting

organisational

knowledge: a

structured literature

review

Manhart, M., &

Thalmann, S. (2015)

A comprehensive

review of the

literature on the

protection of

organisational

knowledge, with

The paper highlights

how the concept of

tacit knowledge is an

under-investigated

one. The same

applies to knowledge

This study offers an

exhaustive overview

of current knowledge

protection practices

from the literature.

Contributes the three-

step process which

we utilised as our

research

methodology to

(Continues)
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and make wrong decisions on its basis. Knowledge goals that organi-

zations might have set in the past, might need to be shifted into new

ones. Also investing in knowledge security controls and measures

might appear a challenge due to reduction in investments. Moreover,

the integration of KM with organizational culture, technology, and

structure can be pressed by COVID-19 due to redundancies and sys-

temic changes (e.g., organizational culture of knowledge sharing might

be hindered by the risk of job loss or customers might switch to other

products, e.g. more sustainable). The proposed framework illustrates

the potential integration of knowledge management with knowledge

security in the light of COVID-19 pressures. It is presented in the fig-

ure below.

To sum up, the framework presents the connections existing

between KM and knowledge security, together with the potential

pressures exerted by COVID-19. The identification of those pressures

is important, as it makes the implementation of the framework more

challenging. If in the face of a crisis an organization wants to imple-

ment a knowledge security initiative as part of its existing KM efforts,

it needs to start with the identification of valuable knowledge. This

knowledge has to be managed and secured in the first step. When this

knowledge is identified, knowledge goals have to be established, for

example, what the organization aims to do with the knowledge and

how it aims to handle it, keeping in mind for example the threats

resulting from virtual work and the dynamically changing situation.

The third step is the determination of knowledge security measures

suitable for the crisis situation. This step is crucial, as it establishes

how knowledge requirements can be protected, considering the

threats and risks related to this knowledge and the special environ-

mental conditions. At this stage, organizations need to carefully con-

sider potential knowledge risks they are endangered with. Only after

this step, KM processes can be designed, with a special emphasis

placed on knowledge security throughout all of them. Without the

basic assumptions concerning knowledge security, it would be risky to

handle valuable knowledge by any organization, especially in a crisis

like COVID-19. When KM processes are designed, they can be

implemented by the integration with organizational culture, technology

and structure. For example, valuable knowledge has been identified as

a piece of technological intellectual property (TIC) worth protection in

an organization. The knowledge goal will be to protect this TIC from

the external threats (e.g., a hacker attack), as well as internal risks

(e.g., knowledge espionage), making this TIC available for the benefit

of the organization. Knowledge security controls and measures could

be for instance the legal agreements with employees having access to

this TIC: such agreements could establish the consequences arising in

case of release of TIC to external parties; the limitations imposed onto

access to TIC; a categorization of trusted vs untrusted users; adequate

security measures for smart-working practices; etc. When KM pro-

cesses are designed, TIC should be considered with care and excluded

from some processes, for instance from sharing and dissemination via

unprotected networks.

5 | CONCLUSION

The knowledge risk management framework for the COVID-19 crisis

presented in this conceptual paper is derived from a review of

selected literature in KM, knowledge security, and COVID-19. Our

research casts light on the relationship between KM and knowledge

security and lays the foundations for the systematic addressing of

knowledge issues in modern organizations as potentially subject to

specific risks (e.g., knowledge theft or loss) that need targeted inter-

ventions. Such interventions are built around two foci: one the one

hand, building appropriate knowledge risk measures and controls; on

the other hand, holistically tackling knowledge risks as part of the KM

activities. One needs to remember that knowledge risk management

is a new field of study and as such, it does not offer full understanding

and there is a place for future development. In addition, new areas of

knowledge risk management are being covered all the time and exam-

ined in the latest studies, for example, counter-knowledge and its

potential negative impact in the face of COVID-19 crisis (Bolisani

et al., 2021). Our paper contributes to the ongoing, nascent research

on the COVID-19 crisis and offers systemic support for organizations

TABLE 1 (Continued)

Paper/source title Authors, (year) Description
Theoretical
implications Practical contributions

Main contribution for

the present paper (and
synthetic attribution,
see Figure 1 and
Figure 2)

focus on establishing

research gaps and

areas for further

investigation.

protection

phenomena and to

associated

frameworks, which

need to be further

developed and

tested.

elaborate our

framework

Contributes the

tripartite dimension

of legal-

organisational-

technical for existing

mechanisms for

knowledge

protection

(legal-organisational-

technical)
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facing it. It also offers organizations a tool for analyzing their knowl-

edge management approach in relation to the provision of the knowl-

edge security and management of knowledge risks. Linking these

three concepts is novel and at the same time necessary, as it allows to

achieve a synergy effect in a better way of handling the COVID-19

crisis. At the same time, KM research can achieve a new level of

exploration by the examination of its link with other, related fields and

disciplines (e.g., knowledge security).

There are several limitations that affect this paper. First, our

framework is of a conceptual character and needs to be empirically

tested. Second, our investigation is not based on a systematic

(i.e., holistic) literature review, which could have expanded the scope

and generalizability of our research. Third, the COVID-19 crisis is an

under-explored phenomenon whose social, health-related, and eco-

nomic impact is yet to be fully seized and therefore, this study should

be treated as a preliminary one, not presenting the long-term conse-

quences of the COVID-19 pandemic.

As a result, we invite fellow researchers to join us in exploring

the following directions. First, our knowledge risk management

model can be tested in a variety of organizations from different sec-

tors, settings and countries, to test its applicability and usefulness in

times of crisis. Second, a systematic literature review can be con-

ducted to elaborate an alternative or more complete model, for

example by combining sub-components of KM and knowledge secu-

rity systems. In this sense, investigations in the literature have

already proposed promising avenues, such as the inter-

section between cybersecurity management and intellectual capital

(Renaud et al., 2019) or between intellectual capital and knowledge

security (Bongiovanni et al., 2020). Finally, a quantitative study may

follow to examine the perceptions of knowledge security in the

COVID-19 crisis among managers of various public and private

organizations.
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