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Abstract: Purpose: Knowledge risks are increasingly becoming a great challenge to a variety of organizations. At the same
time, academic research on such types of risks, their consequences, and potential ways of overcoming them is still scarce
and fragmented. To fill this gap, the paper aims to find out do companies manage their knowledge risks, what are the possible
knowledge risks they face and have they observed an increase of knowledge risks during the COVID-19 pandemic. The paper
is aimed to present insights on different types of knowledge risks that organizations face, and the ways organizations handle
them. The paper also proposes some potential countermeasures organizations might use to mitigate the consequences of
knowledge risks. Methodology: The study presents the results of a quantitative survey performed among 60 professionals
dealing with management and knowledge risks in organizations. In the study, the authors also have examined what tools
and methods are used to manage these risks. The study also explores the level of readiness organizations have to address
potential knowledge risks. Findings: The theoretical study has allowed us to identify a variety of knowledge risks, which can
bear severe consequences for organizations, such as knowledge loss, knowledge leaking, knowledge hiding, or risks related
to cybercrime. All these risks may potentially reduce the productivity in organizations, thus leading to the degradation of
organizational performance. Research limitations: Research results are limited to the convenience sample that was selected
for the study and thus may not give a comprehensive overview of the state of the art. Practical implications: The study
provides useful insights for managers and owners of organizations in need of dealing with the knowledge risks in their
organizations. The paper is enriched with a number of sample solutions that they may apply for the sake of their organization.
Originality/value: The paper lays the ground for a better understanding of the knowledge risks that organizations need to
face nowadays. As such, the paper offers food for thought for researchers dealing with the topic of knowledge risks,
knowledge management, and organizational risk management in general.
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1. Introduction

The field of knowledge management has been evolving presently into an enriched understanding of knowledge
and its importance for companies. It has been already stated that knowledge is a valuable resource and it is
necessary to share it and disseminate it broadly because it brings a positive outcome, like innovations or
improved performance (Sdenz et al., 2012; Wang & Wang, 2012); however, this understanding seems to be not
full. There is a growing body of research showing that knowledge can also be a risk and might be linked with
negative aspects of organizational functioning, such as knowledge loss or knowledge hiding (Susanne Durst &
Zieba, 2019b; Zieba & Durst, 2018). Examples of such knowledge risks are cyber risks, where organizations are
somehow vulnerable to losing their knowledge or information. Cyber risks have become a greater risk to a
variety of organizations (Nicol, 2018; Sallos et al., 2019; Tonn et al., 2019). According to the recent report of
Allianz, cyber incidents (e.g. cybercrime, IT failure/outage, data breaches, fines, and penalties) rank as the most
important business risk (Allianz Risk Barometer, 2020). Nowadays, with more and more daily business activities
running online, especially in the face of the COVID-19 crisis, it is becoming critical for organisations to make sure
that no one is trying to steal their knowledge or money (Abomhara & Kgien, 2015; World Health Organizaton,
2017). Apart from that, additional risk resides in the potential to damage critical infrastructures, such as power
stations, transport networks, or hospitals, but also the exposure of personal data. That is why knowledge risk
management and cybersecurity start to play a significant role in many types of businesses and organisations
become focused more on data and knowledge security than ever before. They become aware that it impacts
their viability as a business while considering what sort of information the business possesses, e.g. customer
lists, product lists, accounts, and staff lists, etc. Loss of any of these can have detrimental effects on the business.

Generally, the research on knowledge risks, their consequences, and potential ways of handling them is only in
its beginning and consequently rather fragmented (Bratianu, 2018; Susanne Durst et al., 2019; Susanne Durst &
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Zieba, 2020). To fill this gap, the paper is aimed to provide some empirical insights into organizations’ attitudes
towards knowledge risks and their implications.

Taking into account the present state of the art, the paper aims to answer the following research questions: Do
companies manage their knowledge risks? What are the possible knowledge risks they face? and have they
observed an increase of knowledge risks during the COVID-19 pandemic?

These questions will be answered by the analysis of the study among 60 employees of Polish and Swedish
companies.

The paper develops in the following way. First, an introduction to knowledge risks, and their forms and
consequences, if not handled properly, is provided. This is followed by a discussion of the study results on
knowledge risks. Finally, the present paper concludes with a discussion and conclusion section.

2. Knowledge risks: theoretical background

The concept of knowledge risk (KR) has been developed through the integration of two areas, i.e. risk
management, and knowledge management. The very concept of knowledge risk is not used that often, and the
literature on the subject is still not very extensive. The Stanford Encyclopedia of Philosophy (2007) explains that
risk refers to situations in which it is possible but there is no certainty that an undesirable event will occur.
According to Durst and Zieba (2019b) knowledge risk is “a measure of the probability and severity of adverse
effects of any activities engaging or related somehow to knowledge that can affect the functioning of an
organization on any level”. In other words, knowledge risk is any knowledge-related event that interferes with
the functioning of an organization or its competitive position (Thalmann & llvonen, 2020). All organizations are
exposed to knowledge risks, but not always of the same type or intensity (c.f., Kim & Vonortas, 2014). Even more
important, there is an interdependence of risks, i.e., one risk can lead to various other risks (Venkatesh, Rathi,
& Patwa, 2015).

As knowledge is recognized as the main source of competitive advantage (Stewart, 1997), organizations need to
look at their knowledge management approach to consider the potential risks they may face (Susanne Durst &
Zieba, 2019b). Even if the risk cannot be eliminated, we can at least predict it and then implement processes
that can reduce its negative impact (Massingham, 2010).

Organizations, regardless of size and type, are exposed to a number of risks related to knowledge which have
been categorized by Durst and Aisenberg Ferenhof (2016) as follows:
e risks related to human resources. This category refers to the possible consequences of both voluntary
and involuntary turnover and (long-term) absence of organization members because of illness or injury;
e relational risk. This category addresses the probability and consequences of having dissatisfactory
cooperation and/or being revealed to opportunistic behavior by partner companies or other parties.
This risk can also be triggered by knowledge sharing ending with a strengthened counterparty;
e risks related to decision-making in general. Decision-making is based on outdated knowledge, wrong
knowledge, or misapplied knowledge;
e risks related to knowledge gaps. This category covers all moments where an organization learns that
there is a mismatch between what it must know, and what it actually does know;
e risks related to outsourcing of business functions, such as certain parts of the marketing or human
resources management which increases in the long-term the danger of having unlearned to do the
business function yourself and in turn brings the organization in an even greater dependency situation.

On the basis of an in-depth literature review, the following knowledge risks have been identified (Durst & Zieba,
2019; Durst & Zieba, 2017):

Table 1: Definitions of particular types of knowledge risks.

Knowledge hiding “an intentional attempt to withhold or conceal knowledge that has been
requested by another person” (Connelly et al., 2012, p. 65)
Knowledge hoarding the act of accumulating knowledge that may or may not be shared at a later

date (Connelly et al., 2012) and this knowledge has not been asked for by
another individual - for example, an employee may keep personal information
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secret as an act of omission that is not addressed to a particular person
(Webster et al., 2008)

Unlearning a type of deliberate forgetting which involves a conscious process of giving up
and abandoning knowledge, values, and/or practices which are deemed to have
become outdated in an organization (de Holan, 2011)

Forgetting forgetting can be both accidental (due to bad memory) or intentional (trying to

avoid bad habits) (de Holan, 2011)

Missing/inadequate competencies
of organizational members

a situation when organization members do not possess the necessary training,
experience, skills, capacities to complete the tasks assigned to them (own
definition)

Risks related to cybercrime

risks related to cybercrime are connected with the threat of malicious software,
either destroying or locking computer systems in organizations (Perlroth et al.,
2017)

Risks of hacker attacks

a subform of risks related to cybercrime; a hacker attack is a situation in which
an outsider is trying to break into computer systems of organizations, especially
to get secret information (own definition)

Risks related to old technologies

risks related to the use of old information technologies, resulting in problems
with their functioning and updating (own definition)

Digitalization risks

risks connected with the overuse of digital forms of data and reliance entirely
on this form of knowledge (own definition)

Risks related to social media

risks of bringing a number of unplanned or undesired consequences, such as
the spread of fake information or the existence of fake social media accounts
that troll companies’ operations (own definition)

Knowledge waste

not making use of available and potentially useful knowledge in the
organization (Ferenhof, Durst, & Selig, 2016)

Risks related to knowledge gaps

a mismatch between what a firm must know, and what it actually does know,
which in turn may hamper the firm in meeting its objectives (Perrott, 2007)

Relational risks

the probability and consequences of having dissatisfactory cooperation and/or
opportunistic behavior by partners (Delerue, 2005)

Knowledge outsourcing risks

a risk of losing skills and capacities needed to perform central (knowledge)
processes (Agndal and Nordin, 2009)

Risk of using obsolete/unreliable
knowledge

risks that occur when the out-of-date knowledge is applied in the organizational
context/inter-organizational settings or when a company applies unreliable
knowledge, for example, received from a malicious source (Zieba and Durst,
2018)

Risk of improper application of
knowledge

risks that occur when a company does not have the right skills and abilities to
analyze and apply knowledge properly (Zieba and Durst, 2018)

Espionage

“the practice of spying or using spies to obtain information about the plans and
activities, especially of a foreign government or a competing company”
Merriam-Webster Dictionary

Continuity risks

risks that relate to an organization’s ability to maintain its core capabilities over
time and to its ability to continue to perform and compete at consistent levels
as people come and go (Lambe, 2013)

Communication risks

risks that appear in the process by which information is exchanged between
individuals through a common system of symbols, signs, or behavior, such as
misinterpretation, broken communication flow, etc. (own definition, based on
https://www.merriam-webster.com/dictionary/communication)

Knowledge acquisition risks

risks that relate to an organization’s ability to acquire the new knowledge it
needs to follow a new strategic direction (Lambe, 2013).

Knowledge transfer risks

risks related to all the potential interruptions in the process of transferring
knowledge, e.g., lacking willingness to share knowledge, knowledge stickiness,
etc. (Durst & Zieba, 2017)

Merger & acquisition risks

risks related to the phenomena occurring during mergers and acquisitions, such
as employee reduction, lack of available knowledge, etc. (own definition)

Integration risks

a subform of merger & acquisition risks - the merger/acquisition of an
organization by another organization can lead to the situation that the merged
organization is not able to integrate the different knowledge sources in a
proper way so that it is usable for the members of the newly formed
organization (Durst & Zieba, 2017)

Source: Own compilation based on the sources provided in the table.
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On the basis of the above classification and provided definitions of particular terms, it can be seen that there
are many types of knowledge risks that organizations may face.

To structure different types of knowledge risks and to show their connections, Durst and Zieba (2018) developed
a knowledge risks map. Possible knowledge risks are assigned to human, technological, and operational
knowledge risks. Human knowledge risks address risks related to a person and the person’s personal, social,
cultural, and psychological factors. Technological knowledge risks can be the outcome of using various
technologies, including ICTs. These knowledge risks may also be triggered by the continued use of old or
outdated software; cyber-attacks may also lead to these risks. Finally, operational knowledge risks cover all the
risks which can emerge from an organization’s day-to-day business operations. Examples to be named in this
area are the consequences of outsourcing certain business functions such as accounting or entering into
collaborative activities. The continued use of obsolete knowledge even wrong knowledge in firms’ business
operations can also lead to knowledge risks related to this area.

Inspired by these three risks related to knowledge dimensions, Temel and Durst (2020), identified and described
possible knowledge risks that small firms may encounter when being in the process of adopting and/or applying
new radical technological innovations. The authors also proposed a number of countermeasures small firms
could use for coping with the risks.

However, still not much is known about what types of knowledge risks are identified, faced, and managed by
organizations. To fill this knowledge gap, it is necessary to examine knowledge risks in organizations to answer
the above stated research questions.

3. Research method

To answer the research questions, a research tool was prepared and tested among managers and educators in
the field of management studies. After making improvements for better clarity and cohesion, the questionnaire
was sent out via Qualtrics software to 6000 Polish and 6000 Swedish companies from various sectors and of
various sizes. E-mail addresses of the companies were purchased from a professional company. As it is a recent
and ongoing survey, so far 57 responses have been collected. Additionally, some of the questions were not
answered by all the respondents, therefore, the particular number of responses can be different between the
questions. The presented findings are part of a large survey. Only some examined aspects are presented due to
the space limitations.

4. Empirical findings

The following presents some descriptive initial findings of the study.
The companies were asked whether they do risk management in general and if yes, does this risk management
also consider knowledge risks. The vast majority of companies (77%) claimed that they do risk management in

general, whereas nearly one fourth (23%) claimed that they do not manage risk.

When asked if the risk management utilized in the companies considers knowledge risks as well, the majority of
the participants (69%) answered positively, and nearly one-third (31%) negatively.
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B Our company does risk management B Our company does not do risk management

Figure 1: Declared risk management in organizations

HYES ENO

Figure 2: Knowledge risks as part of risk management in organizations

The companies were also asked if they consider the following risks in their risk management:
e Knowledge loss -
e Knowledge leakage
e Knowledge spillover
Knowledge outsourcing risks
Risks related to knowledge gaps
Relational risks
Risk of using disinformation or unreliable information
Risk of improper application of knowledge
Unlearning
Forgetting
Knowledge waste
Knowledge hiding
Knowledge hoarding
Risks related to social media
Risks related to cyber-crime
Risks related to digitalization
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Most of the examined companies (63%) consider knowledge loss and risks related to cyber-crime in their risk
management, relational risks are considered in the risk management by 61% of companies, followed by
knowledge leakage with 59%, and risk of using disinformation or unreliable information with 56%. The rest of
the risks are considered in their risk management by less than half of the companies. That is, risks related to
digitalization was recognized by 49% of the participants, risks related to social media by 48%, knowledge
outsourcing risks by 46%, risk of improper application of knowledge by 45%, knowledge hiding — by 45%, risks
related to knowledge gaps by 37%, knowledge spillover by 37%, forgetting by 37%, knowledge hoarding by 37%,
knowledge waste by 35%, and finally unlearning by 27% of the participants.

Unlearning

Knowledge waste

Knowledge hoarding

Forgetting

Knowledge spillover

Risks related to knowledge gaps
Knowledge hiding

Risk of improper application of knowledge
Knowledge outsourcing risks

Risks related to social media

Risks related to digitalization

Risk of using disinformation or unreliable information
Knowledge leakage

Relational risks

Risks related to cyber-crime

Knowledge losss

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

EYES EMNO mDON'TKNOW

Figure 3: Consideration of selected knowledge risks in organizations

Additionally, the companies were asked whether the company has been exposed to an increased number of
risks since the COVID-19 hit. If yes, they were also asked to specify these risks.

55%

EYES ENO

Figure 4: Increased number of risks in the COVID-19 era
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More than half of the companies (55%) claimed that their companies have been exposed to an increased number
of risks since the COVID-19 hit, while the remaining participants (45%) claimed that the company has not been
exposed to an increased number of risks since the COVID-19 hit.

Additionally, the companies were asked to specify the risks related to the COVID-19 pandemic. The collected
answers are presented in Table 2.

Table 2: Risks identified by companies in the COVID-19 era

200 employees in quarantine

Quick infection, drop in income, low employee
productivity

Disinformation

Loss of contact with clients

Related to cybercrime - because a large proportion of
employees work remotely.

Equipment theft

Treat of leakage of information in connection with
remote work of employees

Shutdown by state institutions or due to high
absenteeism

Virus infection, staff shortages

Sending sensitive data via email

Bad reputation

Hacker attacks; Hacking the system

Lots of more spam

Risk of cyber-attack, risk of clients not returning to the
service once the pandemic and restrictions are over

As it can be seen in the table above, many of the identified risks were related to IT areas, e.g. hacker attacks
increased amount of received spam, disinformation, risks of cyber-attacks, etc. There were also a number of
human-related risks identified, e.g., high absenteeism, decreased employee productivity, a sudden event of
employees in quarantine, etc.

5. Discussion

As those preliminary results show, many companies manage their risks (77%) and a large part of them also
considers some knowledge risks as well (69%). The top managed knowledge risks are: knowledge loss, risks
related to cyber-crime, relational risks, and knowledge leakage. The least popular risks that companies do not
manage or do not know if they manage are: unlearning, knowledge waste, knowledge hoarding, forgetting, and
knowledge spillover. More than half of the companies have been exposed to an increased number of knowledge
risks since the COVID-19 breakout. Among the ones mentioned by companies were, for example disinformation,
hacker attacks, absence of employees due to the quarantine of employees, or even equipment theft. Thus, based
on the findings some changes/refinements of Table 1 are possible to acknowledge the somewhat changed risk
exposure experienced by the firms during a health crisis (see Table 3). As we have learned the pandemic has led
to an increased relevance of risks that can be assigned to the human and technological dimensions in particular
(Durst and Zieba, 2019), the content of Table 3 goes into it more intensively.

Table 3: Risk exposure during a health crisis

Human dimension

Missing/inadequate competencies of The pandemic has shown that the majority of organization members

organizational members did not possess necessary basic training and skills with regard to risk
management (crisis management).

High levels of absenteeism High levels of absenteeism have pushed companies to their limits, the

smaller the company the worse. Business operations had to be adjusted
downwards accordingly.

Knowledge/information leakage Remote working has increased the danger of knowledge / information
leakage caused intentionally or unintentionally by the organization
members.
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Risks related to knowledge gaps A mismatch between what a firm must know, and what it actually does
know. A number of these knowledge gaps became apparent during the
pandemic -> see “Missing/inadequate competencies of organizational

members”

Relational risks During the pandemic this risk has shown itself as a difficulty in staying
in touch with key stakeholders.

Communication risks Communication is a challenging process; thus, the above-described

situation has opened the door for even more misinterpretation, broken
communication flow, etc.

Risk of using obsolete/unreliable This risk has increased given the spread of fake news/information.
knowledge Considering the level of sophistication as to which this
news/information is spread it has become very difficult to tell the
difference between a true and a false report.

Risk of improper application of knowledge As a consequence of the aforementioned, this risk has increased too.

Knowledge transfer risks The blurred boundaries between the digital and analog world has
further increased this risk.

Knowledge acquisition risks Given the need for a number of quick changes triggered by the
pandemic, this risk has increased too; the acquisition of new knowledge
takes time.

Technological dimension
Risks related to cybercrime The pandemic has shown that companies are increasingly exposed to
this type of risk; especially favored by the crisis-induced rapid
digitalization.

Risks of hacker attacks This sub-form has increased too (see above)

Risks related to old technologies The rapid digitalization in organizations has amplified this risk even
more which in turn has facilitated cyberattacks.

Digitalization risks Risks connected with the overuse of digital forms of data and reliance
entirely on this form of knowledge. The consequences remain to be
seen.

Risks related to social media The increasing use of social media for sharing business related
information too has increased the danger of knowledge/information
leakage.

Espionage The race for a COVID-19 vaccine has increased this risk in general. Thus

firms being part of vaccine-related supply chains are likely to have been
exposed to this risk too.

Organization dimension
Continuity risks The consequences of high levels of absenteeism have triggered this risk
as the organizations ability to continue to perform its business
operations has been challenged. This risk was further amplified by the
shutdown of many sectors which put entire business operations to a
standstill.

In conclusion, the presented study has provided some interesting insights which should be further strengthened
through collecting more data . This would also support in validating the content of Table 3.

6. Conclusions

This study naturally has several limitations. First of all, the research results are limited to the limited sample and
therefore, they may not give a comprehensive overview of the state of the art. Second, the term knowledge risk
itself is a new term and, as such, may be difficult to be evaluated and examined. Thirdly, some more studies,
especially among a greater number of organizations, are necessary to fully understand the present situation,
especially in the COVID-19 pandemics. Finally, only one person from the company took part in the survey and
therefore, their opinions were not confirmed with other representatives of their organization.

However, the study provides useful insights for managers and owners of organizations in need of dealing with
knowledge threats to their organizations. The study also allows managers and owners of companies to
understand that any organization can face various types of knowledge risk. The paper lays the ground for future
research areas, e.g. examination of knowledge risks in different types of organizations, from various sectors and
of various sizes.
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All'in all, the paper has established the basis for a better understanding of knowledge risks that organizations
face nowadays and have to address; the more severe ones in particular. As such, the paper offers food for
thought for researchers dealing with the topic of knowledge risks and organizational risk management in
general.
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