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Measurement system based on USB Z-Wave controller

(System pomiarowy oparty na kontrolerze USB Z-Wave)

dr inz. MICHAL KOWALEWSKI

Gdansk University of Technology, Faculty of Electronics, Telecommunications and Informatics,
Department of Metrology and Optoelectronics

Abstract

A wireless measurement system based on the Z-Wave standard is
presented in this paper. The system is composed of a USB Z-Stick
Gen5 controller connected to a Personal Computer and a Fibaro
controller FGRGBWM-441. Operation of the system is controlled
by software written in C++ using OpenZWave library. Some me-
trological aspects of the system are evaluated: accuracy, linearity,
resolution and frequency of voltage measurements.

Keywords: home automation systems, Z-Wave standard, measu-
rement systems

Wireless Sensor Networks (WSN) have been widely used in
metrology for many years. There are many areas of applica-
tion: infrastructure protection, diagnosis, industrial measure-
ments, monitoring environmental parameters [7]. One area of
application is home automation systems. Different standards
can be used for wireless communication in these systems:
X10, ZigBee, Z-Wave, EnOcean, INSTEON [3], Bluetooth
low energy. Most widely spread is the Z-Wave standard [10],
which is distinguished by the following features: high inter
-brand operability, ability to work as repeaters which increases
the transmission range up to 150 m, ease of installation and
a high level of transmission security resulting from using the
128-bit Advanced Encryption Standard (AES).

Typically, the Z-Wave standard is applied in remote moni-
toring and controlling devices in smart homes. It can also be
used for remote measurement of signals acquired from diffe-
rent sensors: in energy meters [1], or in impedance spectro-
scopy of objects either of considerable dimensions or installed
in hard to access locations (bridges, poles) [4-6].

A solution proposed in this paper consists in creation of
a simple ad-hoc Z-Wave network composed of a USB Z-Stick
Genb5 controller connected to a Personal Computer and a Fi-
baro controller FGRGBWM-441. The Fibaro RGBW contro-
ller enables to measure voltage signals, e.g. from analogue
sensors. A brief description of the software and metrological
aspects of the system are discussed.

Z-Wave network structure

The Z-Wave network is a mesh-type one. We can distinguish
three types of network nodes: Controllers (C), Routing Slaves
(RS) and Normal Slaves (NS) [9]. An example of the Z-Wave ne-
twork structure with different types of nodes is shown in Fig. 1.
Controller is the main node in the network. It can build and
manage the network and communicate with each node, if a ro-
ute to that node exists. There can be more than one controller in
the network, but only one of them is Primary Controller. All other
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Streszczenie

W artykule zaprezentowano bezprzewodowy system pomiarowy
bazujgcy na standardzie Z-Wave. System jest ztozony z kontrole-
ra USB Z-stick Gen5 dotaczonego do komputera osobistego oraz
modutu Fibaro FGRGBWM-441. Praca systemu jest kontrolowana
przez program napisany w jezyku C++ w oparciu o funkcje biblio-
teki OpenZWave. Przeanalizowano wybrane aspekty metrologicz-
ne systemu zwigzane z pomiarem napiec¢: doktadnosé, liniowosc,
rozdzielczos¢ i czestotliwo$¢ pomiardw.

Stowa kluczowe: systemy automatyki domowej, standard
Z-Wave, systemy pomiarowe

Fig. 1. An example of the Z-Wave network structure
Rys. 1. Przyktadowa struktura sieci Z-Wave

controllers are called Secondary Controllers. Primary Controller
can add new nodes to the network by assigning its Home ID and
providing Node IDs to other nodes (also to Secondary Control-
lers). This process is called Inclusion. Primary Controller also can
exclude existing nodes. Exclusion of a node is accomplished by
reverting the actions performed in Inclusion. The Home ID field
for an excluded node is deleted and all information about this
node is deleted from the routing tables of the network.

All other nodes in the network are slaves. There are two
types of slaves: the normal and the routing ones. A Normal
Slave has no information about the routing table. It means that
it does not know its neighbours and can only reply to requests
from other nodes. A Routing Slave, on the other hand, has
a partial knowledge about the routing table associated with
the possibility of communication with neighbouring nodes. It
can also initiate communication with other nodes.

Basic specification of Z-Wave network

The Z-Wave network uses license-free and regulated frequ-
ency bands. In Europe it operates in a frequency range be-
tween 863 and 870 MHz.
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The Frequency Shift Keying modulation and one of two
encoding algorithms are used: Manchester for a data rate of
9.6 kbit/s and Non Return to Zero (NRZ) for 40 kbit/s and 100
kbit/s data rates.

The Z-Wave network works with a peak transmission po-
wer of 10 mW. This power level is applied for 1% of the time,
which corresponds to an average radiation power of only
0.1 mW. Hence, the maximum distance between nodes in
an open space is limited to about 30 m [10]. Hopefully, the
Z-Wave standard makes possible the multi-hop transmission
from a transmitter to a receiver involving up to 4 intermedia-
te nodes. This increases the available distance between the
most distant nodes to about 150 m.

Each node in the Z-Wave network has two identifiers: Ho-
me-ID and Node-ID. Home ID is a 4-byte constant for all no-
des in one Z-Wave network, while Node-ID is a unique 1-byte
identifier used to distinguish nodes in the network.

A few Node-IDs are reserved for network organization
procedures, hence the maximum number of devices in one
Z-Wave network is 232.

Nodes in the Z-Wave network can communicate with each
other in three patterns: Single-cast, Broadcast and Multicast. In
the Single-cast communication pattern a data frame is transmit-
ted from the source node to one destination node. In the Broad-
cast communication it is transmitted from the source node to all
nodes in the network. Finally, in the Multicast communication
pattern it is transmitted from the source node to a set of nodes.
In this case addresses of nodes, to which a data frame is to be
transmitted, are encoded in a Multicast Data Frame.

In the Z-Wave network messages can be transmitted from
the source node to the destination node via different routes. This
is characteristic feature of a mesh network. Information about
possible routes between nodes is included in the routing table.
In the example of network presented in Fig. 1 there are 13 no-
des: one Controller, 3 Routing Slaves and 9 Normal Slaves. In
this network not all nodes can communicate directly with each
other, e.g. Controller can communicate directly with nodes RS2
and RS3, but not with node NS8. According to the routing table
there are different possible routes from Controller to node NS8:
C-RS2-NS8, C-RS3-NS8, C-RS2-RS3-NS8 and C-RS3-RS-
2-NS8. If communication via a selected route fails, it is marked
as a failed one and another possible route is selected.

The Z-Wave network assures reliable communication. This
is accomplished by two way communication using a message
acknowledgement. Except Broadcast communication every
message sent from a source node to a destination node must
be acknowledged. If a message is not acknowledged the so-
urce node retransmits it. After three unsuccessful attempts the
source node reports a failure and an alternative way, if it exists
in the routing table, is selected.

Measurement system architecture

The architecture of Z-Wave measurement system, prepared
for the needs of this paper, is shown in Fig. 2. It is compo-
sed of a USB Z-Stick Gen5 controller connected to a Personal
Computer and a test module with the Fibaro RGBW controller.
The test module is equipped with four potentiometers used to
simulate signals from analogue sensors of different parame-
ters e.g. temperature, humidity, pressure, light intensity. The
USB Z-Stick controller enables to communicate with the test
module and to acquire measured values using wireless trans-
mission based on the Z-Wave standard. The acquired data
are processed with a PC test program written on the basis of
an OpenZWave library. It is connected with a selected Z-Wave
controller and enables to control Z-Wave devices.
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Fig. 2. The measurement system architecture
Rys. 2. Architektura systemu pomiarowego

Fibaro RGBW controller

The Fibaro RGBW Controller is a universal Z-Wave-com-
patible device with four controllable outputs (R,G,B and W)
(Fig. 3) [8]. The signals generated on these outputs are Pul-
se Width Modulated (PWM) ones and they allow to control
LED, RGB or RGBW strips, halogen lights and fans. The con-
trolled devices can be powered by a DC voltage in a range
from 12 V to 24 V. The device supports up to four analogue
sensors operating in a range from 0 V to 10 V. Signals from
these sensors are applied to IN1, IN2, IN3 or IN4 terminals.

The Fibaro RGBW controller can operate in one of two mo-
des: RGB/RGBW mode or IN/OUT mode. In the RGB/RGBW
mode IN1, IN2, IN3 and IN4 inputs can work with momentary
or toggle switches to control designated channels (IN1 contro-
Is R channel, IN2 controls G channel, IN3 controls B channel
and IN4 controls W channel). If this mode is chosen, settings
for all channels are identical. In the IN/OUT mode all inputs
and outputs may be configured independently according to the
manual.

The Fibaro RGBW controller contains a set of configura-
ble parameters, which enable to switch between modes and
to specify details of its operation. The most important are:
outputs state change mode (8), step value (9), time between
steps (10), time to change value (11), inputs/outputs configu-
ration (14) and reporting analogue inputs change threshold
(43). These parameters are modified in the later-described
test program.

12 2460

F |IZ |8
2
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1

N FIBARG
~ RGEW
N4 | CONTROLLER

Fig. 3. Description of the Fibaro RGBW controller terminals
Rys. 3. Opis wyprowadzen kontrolera Fibaro RGBW
Test module

For the purpose of this paper a test module was constructed.
It is equipped with the Fibaro RGBW controller, a 10 V voltage
stabilizer, a set of four 10 kW potentiometers used to apply

ELEKTRONIKA 8/2017
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Fig. 4. A test module with the Fibaro RGBW controller
Rys. 4. Modut testowy z kontrolerem Fibaro RGBW

voltages from 0 V to 10 V to IN1, ..., IN4 inputs, four toggle
switches to select a mode of operation for each channel (ana-
logue voltage measurement or configuration with momentary
switches) and four buttons to switch PWM signals on or off or
change their duty cycles.

OpenZWave library

OpenZWave [2] is an open-source, cross-platform library
designed to support the Z-Wave communication protocol in
WSN. It offers a set of classes, structures, unions and inter-
faces to manage nodes in the Z-Wave network. All Z-Wave
functionality is accessed through the Manager class.

Communication between the PC and nodes in the Z-Wave
network is asynchronous. Some slave nodes sleep most of
the time to save battery power, and can only receive com-
mands when awake. Hence, e.g. a response to a query send
from Controller to read a value from a node may not occur im-
mediately. For this reason, many functions in the OpenZWave
library use a system of notification callbacks. The notification
handler is in the core of any application using the OpenZWave
library. It is the place where all information regarding device
configuration, modification of values and determination of
a state will be reported. The notification callback system can
also be used to inform the application about any changes to
the structure of the network (adding or removing nodes).

Controlling operation of a node in an application based on
the OpenZWave library depends on modification of so called
“values”. This is achieved by means of the ValuelD class. This
class is used to uniquely identify a value reported by a Z-Wave
node. Various identifying characteristics are packed into a sin-
gle 32-bit number. These are: Node ID of a device, genre of
value, ID of a command class that created and manages this
value, Index of value within all the values created by the com-
mand class, an instance (when changing a configuration pa-
rameter value an instance is a number of the parameter) and
a type of value (bool, byte, string, etc.).

Usually, a Z-Wave node contains a set of configurable pa-
rameters. In the OpenZWave library the configuration para-
meters are values that are managed by the Configuration
Command Class. These values are device-specific and are
not reported by the nodes. To obtain information about con-
figuration parameters one needs to use the device manual.

In a template of a project based on the OpenZWave library
one needs to perform the following tasks:

1. On the start of application — call Options::Create provi-
ding paths to the OpenZWave configuration folder with
manufacturer-specific settings of devices, the User data
folder and any command line string containing program
options.

ELEKTRONIKA 8/2017

2. Call the AddOptionBool, AddOptionint or AddOption-
String methods of the class Options to add any applica-
tion-specific configurable options.

Call the Options::Lock method.

4. Call the Manager::Create method to create an instance
of the Manager class (There can be only one instance of
that class).

5. Call Manager::AddWatcher to install a notification call-
back handler.

6. Call Manager::AddDriver for the Z-Wave controller atta-
ched to the PC. The controller will handle all messages
transmitted between the controller and other nodes. The
Driver will read any previously saved configuration and
then query the Z-Wave controller for any missing informa-
tion. Once that process is complete, a DriverReady notifi-
cation callback will be sent containing Home ID of the con-
troller. The Driver will then poll each node in the network
to update information about each node. After all “awake”
nodes have been polled, an AllAwakeNodesQueried noti-
fication is sent. Finally, after all nodes (whether listening or
sleeping) have been polled, an AlINodesQueried notifica-
tion is sent.

7. Perform any action in the Z-Wave network with use of ap-
propriate methods of the Manager class.

8. Call Manager::Destroy to allow OpenZWave to clean up
and delete other objects it has created.

9. On the application exit - call the Options::Destroy method.
The network configuration is saved automatically on the

application exit and restored on the next run of the application.

All changes that occur to the network while the application is

not running are detected by the Manager::AddDriver method

called during the next run of the application.

w

Integration of software components

The test program was written in C++ in the Visual Studio 2015
programming environment on the basis of discussed earlier
template of the project based on the OpenZWave library.
The program enables to control basic functions of the Fibaro
RGBW controller. In order to eliminate the need to dynami-
cally create the network structure with functions of the Open-
Z\Wave library, inclusion and exclusion of the RGBW controller
is performed with use of “IMA tool” software of Aeon labs. The
test program - through the USB Z-Stick controller - configures
the mode of operation of the RGBW controller, modifies confi-
gurable parameters, changes the duty cycles of PWM signals
generated on R, G, B and W outputs, shows the measured
analogue voltage values on IN1, ..., IN4 inputs and displays
the measured power load of the RGBW controller.
The panel of the test program is shown in Fig. 5.
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Fig. 5. The panel of the test program
Rys. 5. Panel programu testowego
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A graphical interface of the program was created in the
National Instruments LabWindows/CVI environment.

An object file with prototypes of panel and control callback
functions was created. This file with additional library files of
LabWindows/CVI (evirt, cvisupp, cviwmain) was attached to
the project in the Visual Studio.

Test program algorithm

The test program operates as follows:
® Described earlier tasks from 1 to 5 are performed,
o Alist of available USB ports in the PC is created,
® The panel of program is displayed,
® The program enters the main loop, where the following
tasks are performed:
o when the user selects an appropriate port number, task
6 is executed,
o after successful initialization the access to the panel
controls is activated,
o the states of controls are updated in response to notifi-
cations from the notification callback handler,
o when the user tries to terminate the program, it exits the
main loop,
® The panel of program is destroyed,
® Described earlier tasks 8 and 9 are performed.

Evaluation of metrological aspects

A series of measurements with use of a digital oscillosco-
pe was performed (Fig. 6). The aim was to verify the Fibaro
RGBW controller specification and to evaluate the accuracy
of measurements.

The measurements are burdened with a significant lineari-
ty error, hence obtaining the correct value of voltage requires
multiplying the value indicated by the software by a constant
factor equal to 1.08. The real measurement voltage range is
increased up to about 10.5 V.

Resolution of voltage measurements is limited by the firm-
ware of Fibaro RGBW controller to 100 mV. Many analogue
temperature sensors (e.g. LM35) has a scale factor equal to
10 mV/°C, hence in order to increase resolution of temperatu-
re measurements to 1°C one needs to use an additional 10x
amplifier based on an operational amplifier.

A frequency of PWM signals generated on R, G, B and
W is set to a constant value equal to 244.8 Hz. The duty cycle
of these signals can by controlled by a value ranging from 0 to
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Fig. 6. An accuracy of voltage measurements (U, — the value in-
dicated by the software, U___ — the value measured with use of
the oscilloscope)

Rys. 6. Doktadnos$¢ pomiaréw napieé¢ (U, — warto$¢ wskazana
przez oprogramowanie, U — wartos¢ zmierzona przy uzyciu
oscyloskopu)

meas
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99, hence the minimum change in the duty cycle is 1%. The
measurements made with the oscilloscope indicate that the
maximum difference between the set and measured values
does not exceed 1,5%.

One of the metrological aspects of a WSN is a minimum
delay between voltage measurements. It depends on many
factors, e.g.: a method of voltage measurement, a structu-
re of the network (number of intermediate nodes used in
transmission), a protocol of communication, a transmission
data rate, a security mechanism. In the test system com-
posed of only two nodes (Controller and the Fibaro RGBW
controller) this time should not vary significantly. Besides,
in the Fibaro RGBW controller there is no need to initiate
each measurement, because the device has a mechanism
for reporting a voltage change if it exceeds the programmed
threshold value (parameter 43). This eliminates the need of
sending a query that would initiate each measurement. The
minimum time delay obtained in a series of several hundred
measurements made in the same conditions is 50 ms. This
value may increase, because it depends on the load of the
operating system.

Conclusions

A growing interest in WSNs stimulates the development
of wireless communication standards. The widespread Z-Wave
standard is designed to control operation of home automation
systems. As was presented in this paper, it can also be used
to design a measurement system for wireless acquisition of
signals from different analogue sensors, e.g. of environmental
parameters. In order to create a simple ad-hoc Z-Wave ne-
twork one needs only a USB Z-Wave controller connected to
a Personal Computer and a measurement unit with the Fibaro
RGBW controller. The software solution based on the open-
source OpenZWave library does not require a significant time
for preparation of a program that controls the operation of the
system. While the measurement speed and accuracy obtained
by using the Fibaro RGBW controller are limited, this solution
is adequate for measuring slow change signals, where a high
precision of measurements is not the key aspect.
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