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Abstract: Technology and election organization are increasingly intertwined, encompassing vot-
ing systems and supporting infrastructure. This interaction puts at the spotlight aspects related
to trust and public confidence, fuelled by threat actors from actors aiming to disrupt electoral
integrity using publicized attacks and disinformation campaigns against the use of such technol-
ogies. In the literature, there is still a lack of a cohesive, coordinated methodology for this is-
sue that starts with a needs-based approach. This paper analyses the relationship between trust
and technology implementation across the electoral cycle by presenting a set of selected case
studies presenting diverse levels of democratic development and types of election management
bodies. While examining how trust- and distrust-related factors influence implementation, this
paper supports experts aiming to approach aspects related to the current erosion of trust in de-
mocracy and technology's impact.

29 Creative Commons Attribution-NonCommercial 4.0 International (CC BY-NC 4.0), 2024.


about:blank

A\ MOST

JeDEM Issue 16 (3): 30-49, 2024 David Duenas-Cid, et al.

Keywords: trust, distrust, election technologies

Acknowledgement: The work of David Duenas-Cid has received funding from the Electrust (EU
H2020 MSCA programme, grant agreement no. 101038055) and Dynamika (braku) zaufania w
kreowaniu systemow gtosowania internetowego (Narodowe Centrum Nauki, OPUS-20 competi-
tion, grant agreement no. 2020/39/B/HS5/01661) projects.

1. Introduction

Elections are one of the most important societal agreements in place in our everyday lives. Their
management plays a crucial role in power delegation from citizens to political elites and power
transition between elites, trust being at the core of this process: citizens and politicians need to trust
that elections were genuinely and democratically managed to accept its outcomes and have a
peaceful transition of power. At the same time, seeding distrust is one of the most common strategies
for undermining democracies globally, putting pressure on finding strategies to combat distrust
creation strategies (i.e., disinformation) to preserve voters” confidence in elections and democracy.
The use of technology in elections adds a new layer of complexity to this already intricate equation
[1], targeting new elements of potential distrust (voter registration, result management systems -
RMS, etc.) and increasing the need to understand what factors help build trust and distrust and how
they interact [2]. This paper contributes to this discussion by examining four cases with substantial
differences but also with common ground; they all use some forms of electoral technology, and trust-
and distrust-related elements can be identified throughout their electoral cycles.

A second element to consider is understanding technologies (in general, not only electoral ones)
as socio-technical constructs and how this relates to the previous. This assumption quite extended
in the research on social sciences and technology [3], considers that every technology is contextual-
ized in a societal environment, helping in its definition, development, and use. Accordingly, for ap-
proaching trust, the two aspects of technology (technical and societal) should be considered, leading
to a distinction between the trustworthiness of the technology and the trust in the technology itself.
On some occasions, trust is posited in untrustworthy systems, and, in other cases, the opposite might
occur; the reasons for the previous are diverse and focus on different parts of the electoral cycle. This
is an important element to consider since a traditional focus in the research on the topic has centered
on what occurs on election day, i.e., casting, counting, and tabulating the votes. However, this scope
is too narrow to include aspects such as the spread of misinformation during boundary delimitation,
voter registration, the campaign, or other electoral phases, which can also lead to creating trust or
distrust. The same applies to post-electoral disputes and judicial processes to resolve election com-
plaints. Although meant to create trust, lengthy procedures with difficult rulings, lack of technical
knowledge on the part of justices, and focused disinformation campaigns can also easily lead to
mistrust.

This paper, again, aims to contribute to the existing knowledge by analyzing four cases (USA,
The Netherlands, Poland, and Kenya) and looking at the interaction between the theoretical litera-
ture and concrete examples of what transpired in these recent elections. Examining the chosen cases
contributes to detecting and understanding elements creating trust and distrust and placing them
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in different moments of the electoral cycle, expanding the perspective beyond the election day and
providing a more realistic picture of election technology impacts.

2. Theoretical Framework and Methodology

The introduction of technology in elections has increased considerably in recent decades [4], both in
terms of voting systems but also ancillary ones. Many countries have looked at applying technology
to improve efficiency and reduce the costs of aspects like voter registration and identification [5] and
results management systems [6]. Others have moved beyond voting machines in controlled
environments (e.g., polling station Direct Recording Electronic Machines DREs) [7] to piloting
electronic voting in uncontrolled environments (e.g., internet voting) for certain categories of voters
[8]. International support (either bilateral or organizational) for such initiatives, especially in
developing democracies, has supported this space financially and programmatically [9]. Initial
iterations focused primarily on providing hardware and software for such systems. However, there
is now a greater understanding within the international community that procedural, legal, and
feasibility elements should also be key elements of international assistance.

In addition to that, there is also a growing awareness that technology introduction and increased
trust do not necessarily go hand-in-hand [10]. The relationship between trust and electoral technol-
ogies is complex, starting with the very distinction between trust and distrust or between trust and
trustworthiness. Research suggests that trust and distrust are not symmetrically opposed concepts
but related but different theoretical constructs to be assessed and evaluated independently of one
another [11]. This assumption allows considering the coexistence of trust and distrust in parallel and
towards the same targets [10, 12, 13], for example, on democratically concerned hacktivists who dis-
cuss the adequacy of certain voting technologies (distrust) to improve the overall quality of elections
(trust) [14]. It also allows overcoming a traditional gap in the research on technological innovations,
where approaching the elements that make citizens trust has been notably predominant in front of
those leading to distrust [15]. Similarly, trust and trustworthiness should be regarded as different
concepts. The latter has often been considered as an antecedent to trust, in other words, as an aspect
that influences a trusting relationship by referring to the trustee's property. Trustworthiness, then,
plays an obviously important role in the creation of trust [16], but the relation between them is not
necessarily causal since several other factors influence trust. In the case of electoral technologies,
trustworthiness connects with the technological properties of the system in use in terms of security,
reliability, or performance [17] and can be linked with actual trust and distrust by providing ade-
quate (or not) management and transparency, as will be further discussed in this piece. In contrast,
trust and distrust also expand to the societal dimension of the process by including a more extensive
set of stakeholders and inputs in the equation [10].

Approaching trust in election technologies, hence, permits an analysis of the socio-technical na-
ture of technology [18]. The societal dimension of electoral technologies is undeniable, being that
elections are at the core of the functioning of a society and, as a result, enmeshed in a complicated
set of political influences. In parallel, electoral technologies are inserted in a complex organizational
environment with a significant number of stakeholders that can potentially influence citizens' per-
ception of the system. This list includes issues and stakeholders related to the technology but also
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the institutional framework, relations with citizens, and even geopolitical relations [2]. However,
not only the organizational setup of elections influences the adoption or not of technologies [19, 20]
and their further promotion amongst the citizenry [21].

Although, as mentioned before, there is a growing interest in these issues and aspects of trust, we
find that in the literature, there is still a lack of a cohesive, coordinated methodology that starts with
a needs-based approach. Such an approach is necessary to really capture the different dimensions
of trust in electoral technologies. Another area that needs more academic attention is the connection
between introducing electoral technologies and the electoral cycle. Often, technologies are inserted
in one area of the cycle without a clear idea of how this might affect other areas of the cycle. The
framework used in this paper explicitly uses this more cohesive electoral cycle approach (see Figure
1) [22]. This would place the introduction of electoral technologies as the locus of better electoral
integrity rather than as a potentially complicating problem in many recent cases of democratic back-
sliding. It also makes clear that electoral stakeholders need to be the drivers of ‘follow-up processes’
in between elections for reforms to have maximal impact. This should be the desired outcome, rather
than the current status quo of approaching elections six months to one year out and not having the
time, resources, or knowledge to implement truly impactful change.

ogerationsd yaneg be
whactoral oficial

SLECTORAL per0® |

Figure. 1. The Electoral Cycle (developed by the European Commission, IDEA, and UNDP)[22]

Various crises of public trust have also led to a better understanding that the introduction of
technology in elections and an increase in trust are not colinear processes [23, 24]. Rather, the inter-
action between different trust variables at different stages of the electoral cycle needs to be better
understood and documented. Without this fundamental understanding, greater damage than good
may result in building trust in democratic institutions by introducing technology. The case studies
add to the existing literature by showing this interaction. Very often, technology introduction is par-
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tially or wholly disconnected from this fundamental electoral cycle approach. Often, electoral stake-
holders (be they government actors, political parties, or electoral commissions) have their own pri-
oritization of programming that should be undertaken. Assistance providers are often driven by
institutional impetuses, by aid agency priorities, and, to a certain level, by inertia in implementing
activities done successfully in other countries or at other time periods. Thus, the disconnect often
happens by institutional ossification rather than by design. In contrast, the overarching approach
should be how technology can contribute to the democratic electoral process by increasing trust
rather than compromising it or reducing public trust. It is this question which forms the next part of
our analysis.

With this idea in mind, in this paper, we aim to respond to the question of how we can analyze
the use of electoral technologies approaching the electoral cycle and its impact on the creation of
trust and distrust. In this research, we approach the electoral cycle to detect and compare the touch-
points between technology and trust occurring in different stages of the electoral process and to
compare them within a selection of relevant cases. For doing so, we propose an inductive approach
and rely on literature and acquired in-depth knowledge from the cases to reflect on the relationship
between election technology and trust. The dependent variable the paper looks at is the perceived
level of trust in the countries. The cases used are Poland, Kenya, the Netherlands, and the United
States. The trust level in the countries in question is quite different. Whereas trust in the Netherlands
has always been high, the same can’t be said for Poland and Kenya. In the US, trust in elections has
declined since 2000. The cases also differ in the amount of experience that EMBs have had with
organizing elections. The Netherlands and the U.S. are usually considered old democracies since
they have held elections for over 100 years. Poland is a younger democracy, part of the third wave
of democratization. Kenya is a developing democracy, with less experience. Furthermore, the case
of the U.S. adds another dimension to the study due to its singularity, complexity, and interest.

3. Case Studies

For each of the cases, the paper will map out trust / distrust factors during the electoral cycle over
a period of time that included decision-making, implementation, and post-electoral disputes. We
will then look at causal variables that increase trust or distrust, specifically aspects related to voter
trust or distrust in contrast to that of decision-makers. The relevant factors stem from the theoretical
framework. The paper will rely on secondary data and published research on the selected cases.

3.1. THE UNITED STATES OF AMERICA

In America, elections are conducted under the rules set forth by the respective legislature and
certified by the Chief Election Official in each of the 50 States [25]. This means that the technology to
conduct the elections also varies between states and, in many cases, by local jurisdictions within a
state. The dispersed structure can be both a security benefit in that there is no single point of failure,
but it can also lead to distrust in the process since voters are unfamiliar with the processes and
technologies used in other jurisdictions across the country. Threat actors have exploited the
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disparate set of processes and technologies to call into question the election integrity amongst
election jurisdictions.

It has been suggested that trust in American institutions, generally, is declining [26]; amongst the
reasons is the ongoing process since 2016 in which threat actors are attacking election technologies
to try and decrease trust in democratic institutions. A Massachusetts Institute of Technology (MIT)
report [27] states that the Bush v. Gore election of 2000 and the controversy around the recount
introduced the term “voter confidence” into the American elections. Following the 2000 election, the
Help America Vote Act (HAVA) of 2002 [28] banned the use of pre-scored punch card voting tech-
nology and provided for the expansion of new voting technologies (NVT) across the country. The
increased use of NVT in American elections has not gone without controversy. Many computer sci-
entists and researchers exposed many of the security vulnerabilities that left opportunities for ma-
nipulation in election results via the NVT [29-31]. This, along with many others, created opportuni-
ties for the American electorate and potentially foreign adversaries to spread theories that the NVT
or the companies that developed the technologies had been manipulated or perpetuated fraud in
the tabulation process.

While no manipulation of NVT software was or ever has been detected, over time, the awareness
of the vulnerabilities in the systems led to policy changes aiming to increase the security and resili-
ence of both the NVT and the overall election process. As trust in NVT steadied, and at times in-
creased, in 2016, the Russian Federation’s Main Intelligence Directorate of the General Staff (GRU)
compromised the Illinois State Board of Elections (SBOE) computer network. It was able to gain
access and exfiltrate data of Illinois registered voters. Additionally, the GRU used spearphishing
techniques to install malware on the network of an election technology company that develops soft-
ware to manage voter lists [32]. On January 6, 2017, the federal government designated elections as
critical infrastructure. The designation allowed for election infrastructure to become more secure
and resilient.

Trust in American election technology prior to 2016 had focused on NVT or, more specifically,
the technology used to tabulate the votes. The GRU targeting electronic voter registration and veri-
fication systems (EVRVS) and companies developing software to maintain electronic voter lists was
used by threat actors to try to sow distrust in American elections by targeting all election technology,
including ancillary ICT-election technology that is not used in determining the outcome of elections.

Leading into the 2020 election, a group of domestic threat actors used data obtained from election
jurisdictions to purport that there had been manipulation, fraud, or other election integrity concerns
through the exploitation of vulnerabilities in election technologies and the companies that develop
those election technologies [33]. Additionally, according to the U.S. DOJ, Iranian nationals attempted
to compromise approximately 11 state voter websites, including state voter registration websites
and state voter information websites, including gaining access to information on some voters in a
state [34] and that they gained access to a municipal jurisdiction’s results management system (RMS)
website.

As previously discussed, ever since the designation of critical infrastructure, American elections
tried to become more resilient. There was an increase in the use of hand-marked paper ballots and
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the number of tabulation or outcome-based audits being conducted. As jurisdictions transitioned
back to hand-marked paper ballots, especially postal-voted ballots, there has been a need to adjudi-
cate more ballots to determine the voter's intent. Each of these situations has created complexities
for the EMBs, so the NVT companies have developed software aiming to make the process more
efficient, secure, and transparent. But threat actors took the opportunity to exploit this new func-
tionality stating that the NVT software allowed an EMB to change votes and manipulate the results.
These changes are entirely legal, appropriate, and required by law or policy. Further, EMBs have
always been allowed and required to make such changes through a manual or ‘remake’ process.
However, the automatization of the process and its integration into the NVT software as used as a
means to decrease trust in the NVT. Specifically, using a Dominion Voting System application, Ad-
judication, was at the forefront of these misinformation attacks by threat actors. Many media outlets
amplified the claim that Dominion changed votes through the Adjudication software. That was one
of the claims that ultimately led to multiple defamation lawsuits by Dominion against media outlets
and television personalities. One of those lawsuits was the Fox News defamation case, where Fox
News paid Dominion the unprecedented amount of $787.5 million to settle the case [35].

As a result, after the 2020 election, some voters were convinced that the NVT had been manipu-
lated and wanted answers. In a small number of jurisdictions, the courts, legislatures, government
officials, or members of the public legally forced or threatened EMBs into having the NVT software
copied or reviewed. Many, if not all, of those instances, have resulted in unauthorized entities, in-
cluding potentially threat actors, gaining access to the NVT software and data, which has been and
may still be used to sow discord and reduce trust in American elections [36-40]. The repercussion
of these reviews has been seen in two local EMBs where they have regressed from electronic tabula-
tion to conducting a full hand count tally of all results [41, 42]; experts agree that a full hand count
tally in American elections is a less secure and less accurate method of tabulating votes [41]. Other
people have attempted to have a court force a local EMB to get rid of their NVT and conduct hand
counts in future elections; each of these cases has been unsuccessful to date [43-47].

Continuing after the 2022 election and as recently as the past few months, threat actors continue
to sow discord by building distrust in ancillary ICT-election technologies. The attacks on NVT and
other ICT-election technologies, such as EVRVS, electronic voter lists, RMS, etc., have not subsided.
Recently, the attacks have expanded to systems adjacent to elections (i.e., not used in the conduct of
the election process). Threat actors have publicly attacked systems as innocuous as intrusion detec-
tion systems [48], ballot printing technology [49], and systems that are used to clean voter registra-
tion databases to prevent voter fraud [50].

With attacks against election technology continuing and expanding into new technologies, it is
assumed that the trust in election technologies would further decrease. The MIT Trust in Elections
study [27], however, actually found the opposite. As it pertains to voter confidence in election tech-
nology specifically, the study states, “Americans were more confident in the electoral machinery
following the 2020 election than they were in 2016. The difference is they were more polarized...”
Further, in two of the incidents mentioned, the voters have decided to recall the election officials
who were trying to sow distrust in the NVT; one has resulted in a successful recall of the election
official the other is currently awaiting a recall election. In both these incidents, voters said they
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trusted the NVT and elections processes in their jurisdiction and wanted to oust the elected officials
trying to distrust the democratic institution. While the study and recalls show more confidence in
the election machinery, the increased polarization creates chaos and sows discord in American and
democratic institutions.

3.2. THE NETHERLANDS

The case of the Netherlands is an interesting one because this country went from elections with a
high amount of technology back to paper ballots, even though public trust in the technology was
not an issue. However, using software to tabulate and determine the results has now become a topic
of discussion due to experts calling the security of that software into question. Overall, even though
trust in the electoral process is still high, certain parties are using the rhetoric of possible election
fraud, which could undermine this public trust.

The Netherlands introduced voting computers (DREs) in the early 1960s and continued to use
these until 2006. At that time, almost 95% of the voters cast their vote using technology. The Neth-
erlands also experimented with internet voting for voters living abroad, using it in binding parlia-
mentary elections in 2004 and 2006. In 2006, however, an NGO called Wg=don't trust voting comput-
ers successfully challenged the certification of the voting computers, claiming that they were not
meeting the standards of transparency, verifiability, and voter secrecy. The main problem that the
action group had with the machines in use was the fact that they lacked a paper trail, making it
impossible to check if the outcome of the election was indeed what the voters wanted. The issues
this group raised eventually led to the withdrawal of the certification of the voting computers and a
return to voting with paper ballots [51, 52]. In 2008, internet voting was considered for nationwide
elections for the waterboards, a form of decentralized government. Because of the discussion on the
voting computers, a more substantial technical analysis of the intended system was performed,
showing several weaknesses. This led to the decision not to use the internet voting system anymore.

During the 2017 Dutch Parliamentary Election Study, voters were asked two questions with re-
gard to the use of technology in the process of casting a vote in elections. First, people were asked
which voting method they would prefer. It turned out that a slight majority at that time stated that
they preferred to use paper ballots, in contrast with 2006 and 2010 [53]. Next, people were asked
which voting method they would consider the most reliable. Almost 2/3 of the respondents felt that
voting by paper ballot is the most reliable voting method. Curiously, this means, compared to the
results mentioned above about the preferred method, that even though people do not feel that voting
by computer is the most reliable, some of them would still prefer this. This difference in appreciation
between the preferred and most reliable methods is even more significant when it comes to internet
voting; 18.1% of the respondents prefer this method, whereas only 6.2% feel this is the most trusted
method. In these cases, the convenience of the voting method seems to prevail over the question of
trust [54].

Another area in the electoral cycle where technology is used in the Netherlands is for tabulating
and calculating the votes. Software for this purpose, called OSV, was developed in 2008 by the Elec-
toral Council and first used during the elections for the European Parliament in 2009. Nearly all
political parties and municipalities use the software during the election process, although this is not
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legally mandatory. The software is used in different phases of the electoral cycle, both in the nomi-
nation phase and in the tabulation phase. Political parties that want to run in the elections can use
the software to register their candidates. Furthermore, the software is used for the vote tabulation
and seat distribution. For this part of the process, it should be noted that OSV is not used in the
polling stations themselves. Votes are cast on paper and are still counted manually. The results are
then manually entered into the software to determine the results on the municipal level. This process
is repeated at the district level by the principal electoral committees and eventually by the Electoral
Council. At various moments during the process, results are printed on paper, brought to the next
level in person, and manually re-entered into the system. Until the 2017 election, it was also standard
procedure that a digital file of the results was transferred together with the paper print using USB
sticks. Due to questions concerning the safety of that procedure, this was abandoned [55].

Just before the 2017 parliamentary elections, a news report stated that the software was unsafe
and could be hacked in a way that would make it possible to change the outcome of the results. To
ensure the integrity of the final results, the Electoral Council has introduced two new checks, where
random samples from the polling stations are compared to the results from the software, looking at
the total number of votes but also at the seat distribution for parties and candidates. This was first
done during the municipal elections of 2022 and resulted in the finding that there had been no issues
with the software [56].

So, what has all this done with the trust in elections in the Netherlands? Compared to other coun-
tries, trust has always been high and this continued. During the 2021 elections, 79% of the voters
involved in the Dutch Parliamentary Election Study stated that they felt the elections were fair. Al-
most 10% found them not fair. Although this number is, as stated, low compared to other countries,
it is almost twice as high as in 2017, when only 5% of Dutch voters stated that they lacked trust in
the outcome of the elections. Voters who did not trust the outcome mentioned different reasons for
their lack of trust. During these elections, mail voting was used on a bigger scale than in previous
elections due to Covid-19. Some people felt that this was not safe. Also, voters mentioned the count-
ing process as a reason not to trust the outcome. Interestingly, some of these latter voters pointed
towards the (perceived) problems in the United States with the counting as a reason not to trust this
part of the process in the Dutch elections [57].

The case of the Netherlands has some important aspects for questions on trust in technology used
in elections. First, the fact that technology has been used on a large scale and for a long time doesn't
mean that the issue of the trustworthiness of the technology will not surface. Therefore, it is im-
portant to ensure that the EMBs using the technology are aware of (technological) developments
that can lead to questions of trustworthiness. The second thing that should be considered is that
voters can trust technology, even when it is not trustworthy. The final point is that trust will often
depend on what the media states about the technology. Even though counting the ballots is still
done by hand in the Netherlands, based on some news reports, many voters thought this was done
by possible malfunctioning software. Also, media reports on similar events in other countries can
play a role, as shown by the fact that some Dutch voters had less trust in Dutch elections due to the
events in the 2020 U.S. elections.
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3.3. POLAND

Although Poland never used or considered any form of electronic or internet voting, it is possible
to extract from events that occurred in recent years in the management of Polish elections that are
relevant for the understanding of trust-related aspects and election reform and technology adoption
in other parts of the electoral cycle beyond the election day, and in other moments besides the
moment of casting the vote. In this description, we will pay attention to the failure of the IT systems
in the 2014 Elections and the failure in the introduction of all-postal elections in 2020.

Poland hosts four types of elections (Sejm/Parliament, Presidential (two-round), Local and Eu-
ropean), featured by a low turnout (on average). This low average turnout [58] (Sejm - 49,50: Presi-
dential - 58,15; Local - 45,14; European Parliament - 28,73 - average values) triggered the introduc-
tion of postal and proxy voting in Poland in 2011 [59], raising questions about election fraud and
vote buying. It was argued that postal voting may pose a risk of vote declassification that would
lead to fraudulent elections [59]. The election code proposed in 2011 allowed significant vote-value
disparities, conflicting with the Polish constitutional requirement of voter equality [60]. Some of
these concerns came back to the public debate on the occasion of the failed implementation of all-
postal elections in 2020 to overcome the problems derived from Covid [61]. A combination of legal,
managerial, and trust-related issues [62] forced them to cancel and postpone the elections, adopting
a different format combining paper and postal elections. Trust, in this context, was related to the
managerial capacity of the electoral management bodies and the Polish postal service to provide the
service requested within the correct time and cost frames [63, 64].

The second example shedding light on the functioning of Polish elections relates to the problems
that occurred in the Local Elections of 2014 when the electoral results were communicated late due
to a problem in the IT systems. Once presented, the results diverged substantially from the exit polls,
provoking an important controversy in the country regarding the acceptance of the results. Two
factors also strengthened the discussion: the exit polls were very accurate in the previous years, and
the number of invalid votes was significantly higher in this election [65].

A report by Fundacja Batorego [66] describes how the problem in the IT system for calculating
the results escalated and ended up with the resignation of the members of the National Electoral
Commission, demonstrations, media exposition, and political tension. The same report highlights
the causes of the crisis, including the IT system, but also several organizational (including the lack
of a contingency plan, the lack of auditing, or the poor time management of the tender) and systemic
reasons (including the lack of reflection about the election process, the lack of renovation of the Na-
tional Electoral Office or the lack of interaction between the Electoral Office and external experts).
Technology, hence, appears as the trigger of distrust. Still, several other elements that could have
served as firewalls to prevent distrust expansion were not in place or correctly managed, allowing
the escalation of the problems and risking the overall elections.

3.4. KENYA

The case of Kenya here is educative in terms of public trust and the introduction of technology in
elections. This case study takes a deep dive into introducing technology in elections in Kenya and
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the key role of trust / distrust in this process. The case of Kenya is particularly telling since it has
included technology in some parts of the electoral process. This followed the Kriegler report
following the 2007 post-election violence, which recommended a move to a "modern, IT-facilitated
process".! The introduction of technology in elections, however, has also become a focus for
polarization within society and across the political class.

On the surface, one would expect that introducing technology in elections would improve public
trust in the election process and reduce polarization. Yet, in the Kenyan case, the opposite proved
true. In the previous 2017 general elections, the losing Orange Democratic Movement (ODM), led
by Raila Odinga, challenged the electoral results and his opponent, Uhuru Kenyatta (Jubilee Party),
before the Supreme Court, claiming that various levels of institutional infractions meant that the
elections should be overturned and re-run. Technology played a key role in this call for annulment.

The landmark 2017 Supreme Court decision that overturned the results and called for new elec-
tions was very much part of this trust/distrust calculus. Technology and its inconsistencies were
identified as one of the fields where there was so much lack of clarity that the court felt it was im-
possible for them to establish the results. Certain recommendations were made to improve the pro-
cess prior to the 2022 general elections, yet many of these things did not take place, and implemen-
tation was rushed.

Why was this? In the first place, the Kenyatta government that emanated from the 2017 re-held
elections had declined international involvement and assistance for a variety of reasons: some his-
torical, some personal, and some ideological. Although this was essentially a government decision,
it should have been made more openly and transparently. To the author’s knowledge, this did not
take place, and elite decision-making played a pre-eminent role. This also led to a lack of strategic
focus on the part of Kenya’s Independent Electoral and Boundaries Commission (IEBC) in planning
for the 2022 elections until a change of heart in 2021 allowed international assistance providers to
design and implement programs that finally resulted in an IEBC strategic plan being adopted. That
said, this was much delayed, and many of the deadlines were compressed to what a proper electoral
cycle approach would entail. Thus, the ‘management’ variable was also lacking at this crucial stage,
contributing to distrust.

Within the technology sector and given the past debacle, a decision had been made to transition
to a new technology provider to design and supply the Kenya Integrated Election Management Sys-
tem (KIEMS) system for these elections. This would typically entail extensive and inclusive consul-
tations on specification, tender, and procurement of the technology with proper societal oversight.
What ended up taking place was perfunctory at best, with limited time for review and limited input
from key electoral stakeholders. Again, the ‘technical trustworthiness” variable was undermined as
a result, again increasing distrust.

There was also the issue of limited capacity. Although electoral stakeholders had developed their
technology capacity since introducing the Biometric Voter Registration System (BVR) in 2013, tech-
nical expertise was also quite limited in the allocation of time. Thus, there was only a basic level

1 Kriegler and Waki Report on 2007 Elections, pg.26
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discussion of what needs are expected from the systems and a dovetailing of the specifications that
would lead to the tender on this inclusive basis. This contributed to the distrust in the “technical
trustworthiness’ of the system prior to the 2022 elections.

Then, in the procurement, there were anomalies in the process, and potentially more questions
could have been asked by electoral stakeholders. The 2022 EU EOM final report found that “the
IEBC did not publish the evaluation either for this [KIEMS] or the additional election technology-
related public procurement processes, undermining transparency and leaving room for specula-
tion.”[67]. Again, the “transparency’ variable was key here.

Throughout the implementation process, information to electoral stakeholders was rather lim-
ited. Some public testing was held with political party involvement, but independent mandatory
audits of the system that had been put in place resulted in only limited information about its find-
ings, recommendations, and subsequent changes made. Importantly:

“While party agents and stakeholders were given the opportunity to observe the assembling of
the KIEMS kits and the IEBC published information on the security and contingency measures im-
plemented in the KIEMS Kkits, no equivalent information was provided on the KIEMS backend ap-
plications used by the Constituency Returning Officers (CRO) and the National Returning Officers
(NRO) nor on the hosting infrastructure, limiting stakeholders’ capacity to assess the election tech-
nology.” [68]

So, in many ways, proper transparency and accountability of this important part of the electoral
process fell short of what international standards would demand. At the same time, stakeholders
did little to demand the level of transparency and accountability that should be required. The issue
then became a central bone of contention in the formal and information challenges to the electoral
results at various levels, and the lack of involvement also potentially sparked a greater level of dis-
information of developments in this area, likely due to a sense of disconnection and impotence to
do anything at the late stage.

Lastly was the role of vendors in this process. While many EMBs choose to outsource the imple-
mentation of technology in their elections to outside vendors, many also try to abrogate ultimate
responsibility to them for any gaps or system failures. Unfortunately, according to the latest inter-
national standards, this is not a valid approach, and EMBs should be considered ultimately respon-
sible for any implementation of technology in elections [69].

One element that did serve to increase trust in the elections was the establishment of an online
web portal where the polling station-level results protocols (Forms 34A) could be uploaded for pub-
lic scrutiny. Although the development of this portal was much delayed and untransparent, its ap-
pearance just prior to the election meant that on election day and after, stakeholders could check
individual results remotely, which served to raise public trust to some extent.

Throughout such technological applications in elections, electoral stakeholders should have been
better informed, better equipped to input and critique systems at a technical level, and better em-
powered to hold state institutions accountable for their specification, procurement, and implemen-
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tation. In the case of Kenya, more targeted and incisive oversight could have led to greater transpar-
ency and accountability and, ultimately, to less polarization and disinformation in an already high-
stakes environment.

From the analysis, we can conclude that the key variables of “technical trustworthiness” and ‘man-
agement of the electoral process’, but especially the lack of openness and ‘transparency’, meant that
key moments in the electoral cycle in which public trust could be built were missed. Instead, the
variables came together to decrease rather than increase trust in the electoral process, although the
element of the web portal operated in the opposite direction.

4. Findings and Conclusion

This paper proposes a discussion around different elements interacting with the conceptual duality
of trust and distrust and the use of electoral technologies throughout the electoral cycle. The four
cases described represent four different combinations of levels of democratization and type of
election management body (EMB) and, stemming from their analysis, we can detect salient trust and
distrust elements and at what stages of the electoral cycle they refer to. The following table
summarizes some of these elements, mostly related to challenging trust in the electoral system:

Table 1. Summary

Pre-electoral period

Electoral period

Post-electoral period

External incursions in the
electoral systems in use:
voter registration, verifica-
tion, software, voter infor-
mation, or result manage-
ment (USA).

Failed renovation of vot-
ing methods due to a lack of
management capacity (Po-
land).

Anomalies in the pro-
curement of NVTs due to
lack of transparency
(Kenya).

Limited access to infor-
mation about the NVT im-
plementation process, espe-
cially about the findings,
recommendations, and sub-
sequent changes made after

Problems with the re-
count of pre-scored punch
cards (USA).

Development of soft-
ware to support the man-
agement of ballot adjudica-
tion: threat actors took the
opportunity to exploit this
new functionality, stating
that the NVT software al-
lowed an EMB to change
votes and manipulate the
results (USA).

Hacker reports on the
untrustworthiness of vot-
ing systems in terms of
lack of transparency, veri-
fiability and voter secrecy
(The Netherlands).

A failed system for re-

Court cases to force local
EMBs to get rid of their NVT
and conduct hand counts
(USA).

Challenging of electoral
results by the opposition
and Supreme Court decision
to re-run elections in 2017
due to technology inconsist-
encies and lack of capacity to
ascertain the correctness of
results (Kenya).

the auditing process | sult transmission pro-
(Kenya).
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voked a late communica-
tion of results and height-
ened controversy (Poland).
General impact throughout the electoral cycle
Targeted attacks to adjacent systems such as intrusion detection systems, ballot print-
ing technology, and systems to clean voter registration databases to prevent voter fraud,
having a spillover impact on the general perception of elections (USA)

Public exposition of vulnerabilities by computer scientists and researchers that left op-
portunities for manipulation in election results via the NVT (USA).

Deliberate use of expert knowledge on NVT vulnerabilities to spread non-grounded
theories that the NVT or the companies that developed the technologies had been ma-
nipulated or perpetuated fraud in the tabulation process (USA).

Doubts cast on technology for vote tabulation and calculation (The Netherlands).

From this table, we can extract a set of findings, the first one being that trust-related issues are
not only important when new technology is introduced (as in the Polish case) but can also become
a topic of controversy at a later date. We see this most clearly in the Netherlands and U.S. case stud-
ies, but also in that of Kenya, where technologies already used in several elections are challenged
and disputed for very diverse reasons, from the legitimate questioning of their trustworthiness to a
strategy to undermine trust in democracy. In general, we can also find how trust and trustworthiness
differ conceptually but also in relation to their impacts on trust and distrust creation. Technology
systems can often be designed to be trustworthy yet still not enjoy trust. An example of this is the
2020 elections in the US. As the Center for Election Innovation and Research found: “The 2020 gen-
eral election was the most secure in American history. Almost 95% of all ballots were cast on audita-
ble paper, up from less than 80% in 2016, including all ballots in every swing state. States nationwide
conducted more legitimate audits of those ballots than ever before. More pre-election litigation clar-
ified the rules, and more post-election litigation confirmed the results, than ever before” [70]. The
same can be said for the process concerning the tabulation and calculation of votes in the Nether-
lands. Because the electronic process was only supportive of the paper process, which was legally
binding, the process itself had enough safeguards to be trustworthy, fraud would have been de-
tected if it actually had happened. However, because of how the story was told in the media, there
was a lack of trust.

Conversely, as the early stages of the Netherlands and Kenya implementation show, there can
also be trust without trustworthiness, pointing in other directions than the technology in the creation
of trust: it can be transmitted either from a successful and convenient previous experience, or the
trust posited on the previous good work of EMBs. But distrust is also showing this capacity to stem
some ancillary systems, which are attacked not because of their centrality or relevance on the actual
outcomes of elections, but because of their capacity to cast doubts on the overall security of the sys-
tem as a whole. The use of NVT along the electoral cycle adds new layers of complexity at different
levels (e.g., technical, managerial, or procedural) that, consequently, may trigger distrust-related
narrations (see USA case).
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Overall, the cases found that throughout technology introduction and application in elections,
electoral stakeholders should have been better informed, better equipped to input and critique sys-
tems at a technical level, and better empowered to hold state institutions accountable for their spec-
ification, procurement, and implementation. Ultimately, such a more holistic approach could have
led to less polarization and disinformation in an already polarized environment. From the analysis,
we can also conclude that the key variables of “technical trustworthiness’, ‘management of the elec-
toral process’, but especially the lack of openness and “transparency” meant that key moments in the
electoral cycle in which public trust could be built were missed in all four cases. Instead, the variables
combined to decrease rather than increase trust in the electoral process. Also, it is worth noting that
the number of stakeholders linked to the active provision of trust and those potentially providing
distrust is unbalanced towards distrust providers. On some occasions (see the Polish and USA
cases), even actors that should be interested in providing trust in the democratic systems (political
parties) can actively introduce distrust in the system, searching for short-term spurious benefits and
not necessarily being aware of the potential long-lasting impacts in the overall trust in the electoral
system.

Further research should look at the case findings, which conclude that trust and distrust are long-
term issues that warrant much more incisive examination. They exist not just around election day
but at all stages of the electoral cycle, proving to be a useful examination model. Additionally, trust
or distrust can span multiple election cycles, such as in the U.S. case study, where the foundation for
distrust in the 2020 election was laid in the early 2000s after the use of new voting technologies
became mainstream. With more election management bodies implementing NVT, it provides an
opportunity to explore NVTs' role in trust and distrust of electoral processes in the long term.
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