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Abstract. An assurance case is a structured, evidence-based argument demon-

strating that a safety or other quality objective of a high integrity system is as-

sured. Assurance cases are required or recommended in many industry domains 

as a means to convince the regulatory bodies to allow commissioning of such 

system. To be convincing, an argument should address all potential doubts and 

thus cover numerous additional issues, including the processes that led to de-

velopment of the considered system. It is however not obvious, which elements 

of processes (and which characteristics of them) should be documented and 

how to include them in the argument without making it too large and complex. 

In this paper we provide description structures for essential process elements. 

The structures were developed on the basis of literature search and reviews of 

publicly available assurance cases. We also show how to include such infor-

mation within the overall assurance case in a way that reduces the complexity 

and allows to distinguish process-related elements from the primary argument. 

Keywords: Assurance Case, Safety Case, Confidence Argument, Defeater. 

1 Introduction 

Assurance cases are developed for systems considered as safety-critical or expected to 

demonstrate other high integrity attribute (e.g. security, reliability). An assurance case 

is defined as “A reasoned and compelling argument, supported by a body of evidence, 

that a system (...) will operate as intended for a defined application in a defined envi-

ronment” [1]. 

Assurance case is a structured, tree-like argument which starts with high-level 

claims about considered system’s attribute(s) like safety or security. Then a support-

ing argument for each such claim is provided. The supporting argument will include 

more detailed, lower-level claims, which in turn need to be supported. This process 
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continues iteratively, until claims need no further decomposition, but can be ad-

dressed by providing facts and evidence demonstrating their validity. A simplified 

example depicting the frequently used schema of arguing safety by addressing partic-

ular hazards (situations that can potentially lead to an accident) is shown in Fig. 1. 

The example does not conform to any particular assurance case notation, to avoid the 

need to introduce it here. 

Assurance cases have been adopted in several industry domains, which require de-

velopment of an assurance case before the system can be commissioned and used (e.g. 

railway [2], flight control [3], automotive [4]). Also, a cross-domain ISO/IEC stand-

ard dedicated to assurance cases was published [5]. Moreover, for several other stand-

ards or guidelines, which do not explicitly encourage nor mention using an assurance 

case, it was shown that development of such argument can help to demonstrate con-

formance to standard’s requirements – examples include ISO 61508 [6][7], ISO 

15408 [8] or safety and quality management of healthcare services [9][10]. 

Argumentation by identifying 
and addressing all hazards

Risk related to 
Hazard 2 was 

reduced to the 
acceptable level

Claim 1

Arg.  Strategy 1

Claim 1.2Claim 1.1

Risk related to 
Hazard 1 was 

reduced to the 
acceptable level

System X is sufficiently safe 
to be operated in its target 

environment

Safety can be increased 
by reducing risks related 

to particular hazards

Rationale 1

...

... ...

Fact 1.1

List of 
identified 
hazards

Hazards related 
to system X were 

identified

Arg. Strategy 1.1 Arg. Strategy 1.2
Reference 1.1

Claim 1.n

 

Fig. 1. A simplified assurance case argument example. 

Despite the presence of several graphical notations dedicated to assurance case repre-

sentation, all of them are based on the underlying argument model by Toulmin [11]. 

This model defines how to express so-called defeasible reasoning, which, in contrary 

to deductive reasoning (known from e.g. formal logic), cannot be proved with abso-

lute certainty. Defeasible arguments are probably most common in real-world discus-

sions (including e.g. law or politics). Assurance cases are defeasible arguments as 

well, perhaps with some exceptions when formal proofs are used to e.g. demonstrate 

consistency between referenced models. The confidence in a defeasible argument can 

be decreased by pointing out its weaknesses like questionable reasoning or insuffi-
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ciently reliable evidence. Such weaknesses are represented in the original Toulmin’s 

model as “rebuttals” [11], also alternative terms “deficit” [12] and “defeater” [13] are 

used in the literature dedicated to assurance cases. In this paper we will henceforth 

use the term “defeater”.  

In our example from Fig. 1, one could easily identify defeaters, both related to the 

reasoning (Argumentation Strategy 1 + Rationale 1) and the evidence (Fact 1.1 + 

Reference 1.1) e.g.: 

 Reasoning – Is handling each hazard separately sufficient? What about the possi-

bility of two or more hazards occurring simultaneously? 

 Evidence – What confidence can we have that the list of identified hazards is com-

plete? What hazard identification methods were used and why should they be con-

sidered adequate? Were the people responsible for hazard identification task suffi-

ciently qualified and experienced? 

Both kinds of defeaters are important, but in this paper we will focus on the second 

kind (i.e. defeaters related to evidence) only.  

To address potential defeaters, additional elements are added to the assurance case. 

In our example, attempts to strengthen the argument with respect to the evidence 

could be made by providing claims (together with their supporting arguments) and 

facts documenting the process characteristics of hazard identification, including its 

participants, activities, methods and tools used. Another reason for inclusion of such 

elements in an assurance case is the fact that some standards and regulations demand 

process-related evidence concerning activities, artefacts, roles (part 1, p.35 of [5], 

p.20 of [3]). 

Including such additional process-related elements in the assurance case has its  

consequences. The positive result is that it would (hopefully) lead to the increase of 

argument’s confidence and cover requirements of some standards. There are however 

negative consequences as well: the assurance case becomes larger, more complex and 

harder to understand, as some parts argue that the main objective like system safety is 

achieved (assurance argument), while others focus on dealing with defeaters and in-

creasing confidence (confidence arguments) [12]. Similarly, the set of evidence grows 

and includes two kinds of evidence items: those referred to by the main assurance 

argument (direct evidence) and those used to show that some other evidence is relia-

ble (backing evidence) [3].  

Despite such drawbacks, it is still necessary to include confidence arguments and 

process-based backing evidence in order to make assurance case a “compelling argu-

ment”, as its definition states. It however raises the following questions: 

1. Which process elements should be considered as evidence items and what charac-

teristics should be specified for each of them? 

2. How to structure the assurance case to include confidence arguments and process-

based evidence but to distinguish them from the main assurance argument? 

In this paper we attempt to provide answers to these questions. Hence, its main con-

tributions are: 
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1. A tabular description structure specifying essential process elements and their 

characteristics, that are expected to be required to include in an assurance case. It 

can be used as a checklist when developing an assurance case and documenting ev-

idence. It is not the first such proposal published, but it is more comprehensive, as 

it is based on the previous proposals as well as on assurance case reviews. 

2. A distinction between generic and context-specific attributes of process elements. 

The former are closely associated with the evidence item, while the latter should be 

provided within a context of a particular confidence argument. 

3. A way of representing (1) and (2) in the assurance case argument structure.  

The remainder of the paper is structured as follows. In Section 2 we outline the relat-

ed work. Section 3 presents our proposal of process elements to be used in assurance 

cases. Section 4 explains how to represent process-based evidence in confidence ar-

guments. Finally, the paper is concluded in Section 5.  

2 Related Work 

The main areas of related work include: (1) representing defeaters and confidence 

arguments in assurance cases; and (2) defining process elements to be included in 

assurance case argument. 

2.1 Defeaters and Confidence Arguments 

As mentioned, defeaters (under a different name) were already included in the origi-

nal Toulmin’s model [11]. The idea and categorization of defeaters was further re-

searched both for general arguments [14][15] and specifically for assurance case ar-

guments [16][17], also a concept of additional confidence argument was introduced to 

cope with them.  

Hawkins et al. [12] developed a proposal of dividing an assurance case into two 

separated but interrelated parts: safety argument (which can be generalized into assur-

ance argument) and confidence argument. The resulting confidence argument is a 

large structure gathering arguments addressing various unrelated defeaters. Goode-

nough et al. [13] introduced so called confidence maps, which extends the known 

notation with additional diagram to represent defeaters and confidence arguments 

addressing them. Ayoub et al. [18] describe the approach which includes identifying 

potential defeaters and developing a separate (“contrapositive”) confidence argument. 

Jarzębowicz and Wardziński [19] proposed that a given step of the main assurance 

argument should be associated with a corresponding “local” confidence argument. 

Such confidence argument can be attached to the rationale/justification element that 

explains the overall validity of the reasoning used in such step. 

We consider our work as the further step in the research on representing defeaters 

and confidence arguments, based on two observations: (1) confidence arguments 

should be compact and focused on addressing particular defeaters, instead of being 

enumeration of all good practices used; (2) the existing, Toulmin-based notations are 
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sufficient to represent confidence aspects without the need to introduce additional 

elements or diagrams. 

 

2.2 Process Elements in Assurance Cases 

Graydon et al. [20] analyzed a software assurance argument and pointed out that 

software dependability can be compromised by several process-based causes includ-

ing fallible humans, immature tools and unsuitable techniques. Ayoub et al. [18] pro-

posed a list of process elements used in assurance cases and a pattern of a confidence 

argument addressing such elements. An alternative list of process-based elements and 

their characteristics (contributing to trustworthiness and appropriateness) as well as 

associated confidence argument pattern was given by Nair et al. [21]. Hawkins et al. 

[22] went one step further, by using process models (documented in software tools) to 

automate instantiation of confidence argument patterns. 

The lists of process elements and their characteristics given by particular sources 

differ. As several recent papers express the need for better representations and ways 

to include confidence aspects of process-based elements [23][24] and for evidence 

[25], we believe that it is useful to aggregate the existing body knowledge and to cre-

ate a comprehensive list on such basis.  

3 Process Elements and Their Characteristics 

Our aim was to identify process elements and their characteristics that are relevant to 

increase confidence in an assurance case argument. We intended to do it in a thorough 

manner, so we used diversified sources and divided this task into several steps: 

1. Studying related papers that included lists or models covering process-related de-

featers and process elements which should be addressed in confidence arguments. 

We used Common Characteristics Map from [18], the list of factors influencing as-

sessor confidence from [21] and defeater checklist from [19]. 

2. Reviewing publicly available assurance cases and related documents from various 

domains: medical devices [26][27], airspace control [28] and railway [29] to identi-

fy processes and resources used by them and referred to in assurance arguments. 

3. Analyzing the experience-based knowledge available in GSN standard [1] about 

assurance case reviews and problems commonly found during them. 

4. Combining the inputs from steps 1-3 into a consistent list, removing potential du-

plicates, unifying the language and designing the structure to represent the results. 

Our proposal is based on the observation, that the key, central entity is the artefact 

used as an evidence to support assurance case claims. Other process elements (like 

activities, people, tools or input resources) appear in the confidence argument only as 

a means to increase the confidence in that evidence item. The artefacts include e.g.:  

 Reports of hazard and risk analyses; 
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 Requirements including safety/security requirements; 

 Technical documentation describing system’s architecture, implementation, com-

ponents used, interlocks applied etc.; 

 Test specifications and reports; 

 Formal proofs of correctness; 

 Field reports; 

 Procedures addressing operation and maintenance.  

Not all such artefacts have to be authored by the organization responsible for the de-

velopment of the high-integrity system under consideration and its assurance case, as 

for example, when a third party solution is used, a relevant artefact describing this 

solution could be included as evidence. We however exclude from our area of interest 

items like: regulations, norms and standards, guidelines used in a particular industry 

domain etc. Such artefacts are referenced by assurance cases, but as a rationale for 

argument decomposition, not as evidence. Besides, they are considered trustworthy – 

assurance case developer is not expected to identify and address weaknesses of an 

international safety standard. Of course, one can challenge the decision of using a 

given standard or guideline as the basis for the development of an assurance case or 

its part, but it would be a defeater against reasoning, not against evidence. 

Our research study described above resulted in the identification of the process el-

ements listed below. The references given for each element indicate the sources that 

contributed to developing its description structure. 

1. Artefact – the basic information (necessary e.g. for the auditors) that allows to 

identify the artefact and its version, summarize its contents and retrieve its source 

[27-29] 

2. Author – the characteristics of  people responsible for the development of the arte-

fact, their background and involvement. [1][21] 

3. Process – description of the process, method or technique used as part of artefact 

development [18][21]  

4. Tool – the characteristics of the tool used in the process of artefact development 

e.g. compiler, proof checker, automated testing tool. [21][27][28] 

5. Contents – considerations of the quality and adequacy of artefact’s contents, as 

well as the role it should play in the assurance case argument. [1][21] 

6. Language – the description of the language used in the artefact, including conven-

tions, abbreviations and symbols. It is important to prevent communication errors 

when the artefact is referenced from the argument. [27-29] 

7. Associations – the explicit list of associated artefacts together with considerations 

related to their quality. Such characteristics allow to eliminate defeaters implying 

that an artefact is based on some other unreliable artefacts or that some hidden in-

terdependencies exist. [18][27-29] 

8. Reviews – details about conducted reviews of the artefact, including incorporation 

of reviewers’ remarks. [18][27-29] 

Each of the listed process elements is described through a number of its characteris-

tics. We make a distinction whether a characteristic is generic and associated with the 
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element regardless of context or context-specific i.e. important in the context of argu-

ing against a particular defeater. For example, a name and contact information of 

artefact’s author are certainly generic and should always be provided together with 

the artefact. On the other hand, description of author’s experience and technical com-

petence can form a long resume and only a part of such information would matter in 

the context of a given confidence argument. Our example from Fig. 1. would likely 

require confidence argument that each member of the team responsible for hazard 

identification task is sufficiently qualified and experienced. If so, it would be im-

portant to document each person’s experience in hazard identification, his/her cours-

es, trainings, certificates etc., but the information that someone has a substantial job 

experience in software testing and is a certified Scrum Master would not be relevant 

here. Thus, in accordance to our postulate that confidence arguments should be com-

pact and focused on addressing particular defeaters, we insist on providing only such 

process-based evidence that is relevant for a given context. 

The example description structure including characteristics for “Author” element is 

shown in Table 1. The meaning of the “G/CS” column is whether a given characteris-

tic is generic or context-specific. Due to space limitations we are not able to present 

any more description structures here, however a full report is available online
1
. 

Table 1. Description structure for „Author” element. 

Characteristic Description G/CS 

2.1. Personnel The personal data of the person participating in the develop-

ment of an artefact. In case an artefact is a product of team-

work, all team members should be listed (and characterized in 

the following rows). Contact info like phone number and e-

mail should also be provided. 

G 

2.2. Domain 

knowledge and 

experience 

The confidence that the author has a knowledge about the 

industrial domain and experience in working on similar pro-

jects. Job history and projects conducted are the most im-

portant information to be included here. In addition: reports, 

scientific papers or presentations given can be mentioned.  

CS 

2.3. Technical 

competence 

The confidence about technical skills and competencies, 

based on education history (diplomas), certificates obtained, 

courses finished etc.  

CS 

2.4. Independ-

ence 

The confidence that the work conducted by the author on the 

artefact is free from unwanted dependencies e.g. the same 

person develops and tests a software module or a subordinate 

verifies the document created by his/her superior. A descrip-

tion explaining the separation of task assignment and lack of 

conflict of interests. 

CS 

2.5. Team 

organization 

In case of teamwork, team structure and responsibilities 

should be described. Also the leader who is responsible for 

the artefact should be explicitly determined.  

G 

                                                           
1 https://drive.google.com/open?id=1uo-PlUhPLJ2KIY1ck9kBkBfmifCl8c67 
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4 Representing Process-based Evidence in Confidence 

Arguments 

In our earlier work [19], we proposed that confidence arguments should be strongly 

context-related and associated with a particular step of the main assurance argument. 

In order to avoid introducing additional concepts and notational elements, we pro-

posed a solution where an element which explains the reasoning used in a given step 

of argumentation (called rationale or justification in existing notations) is the “root” 

of a confidence argument regarding this step. It makes sense, as such rationale should 

convince a reader that, given the premises (lower-level claims, facts etc.), the conclu-

sion (higher-level claim) is valid – therefore it should also address any defeaters tar-

geting evidence, reasoning or any other part of this argumentation step. Moreover, it 

is consistent with the original Toulmin’s model. 

In this paper we build on the mentioned previous work and extend it with the ap-

proach of handling process-based evidence. Based on the available sources and on 

reviews of available assurance cases, we compiled a list of essential process elements 

and we defined a set of characteristics for each element. We also introduced the dis-

tinction between generic and context-specific characteristics. We suggest that such 

distinction should be reflected in the way how evidence elements are defined and 

referenced from the assurance case argument. 

 

Claim C1

Claim C1.1 Fact FR1.1Claim CR1.1Fact F1.1 Fact FR1.2

Argumentation 
Strategy S1

Rationale R1

Assurance Argument

Confidence Argument

Evidence:
Artefact A & 
its generic 

charact.

Evidence:
Artefact’s A 

context-
dependendent 

char. 2

Evidence:
Artefact’s A 

context-
dependendent 

char. 3

Evidence:
Artefact’s A 

context-
dependendent 

char. 1

Artefact A 
evidence set

 

Fig. 2. Using process element characteristics as evidence. 
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First, let us consider the generic characteristics of process elements associated with a 

given artefact used as evidence. Such characteristics mostly provide the basic infor-

mation about the artefact (following the earlier example: the list of identified hazards 

has its identifier, document version, identification of its authors, name and version of 

the tool it was stored in etc.), which is important whenever an artefact is referred to, 

regardless of the context. Such information should therefore be always stored together 

with the artefact itself. The artefact, together with its generic characteristics, will be 

referenced as direct evidence for the primary assurance argument. 

Now, let us consider the context-dependent characteristics. One could store them 

together with the artefact, but it would result in a large portion of data that would 

never be used as a whole, instead only particular selected information would be need-

ed. For example, when dealing with defeaters regarding “list of identified hazards”, 

we would need evidence confirming team leader’s experience in hazard analysis, 

proficiency in using FMEA method etc., while other qualifications he/she may pos-

sess (e.g. being an experienced system architect or a certified tester) would not be 

relevant here. On the other hand, evidence confirming such qualifications may be 

crucial when system architecture or test reports are referenced by some other parts of 

the assurance case. The evidence documenting context-dependent characteristics 

should be considered a backing evidence and is to be referenced from confidence 

arguments. It should be kept in the form of several evidence items, separately from 

the artefact, but linked to it. 

The proposed solution is presented in Fig. 2. Please note that evidence manage-

ment is not treated here as integral part of assurance case. Evidence set concerning 

Artefact A includes the artefact itself together with its generic characteristics. The 

other, context-dependent characteristics are kept as separate evidence items within 

that set. Interrelationships between the artefact and related evidence items are main-

tained. The artefact is referenced by a fact from the primary assurance argument. The 

use of this artefact is addressed in the associated confidence argument – if defeaters 

concerning the trustworthiness of the artefact are identified, the confidence argument 

references appropriate evidence items describing relevant context-dependent charac-

teristics (e.g. author’s competence, integrity of tools used).  

5 Conclusions 

In this paper we discussed the existing approaches to represent confidence arguments 

and to model process elements that are used as part of assurance case argumentation. 

By analyzing existing published proposals and by reviewing assurance cases and re-

lated reports, we identified process elements together with their characteristics that we 

consider as important information for assurance case development and review. We 

distinguished generic and context-specific characteristics and recommended that the 

former should be used in the primary assurance argument and stored together with the 

evidence artefact, while the latter is intended for confidence arguments and should be 

kept in the form of several, fine-grained evidence items. Finally, we demonstrated 

how an assurance case using both kinds of evidence can be structured.     
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We are aware that the approach using explicit confidence arguments is a demand-

ing task, but on the other hand, process-based evidence and other evidence e.g. ex-

plaining the applied reasoning are still included in assurance cases, while, according 

to the literature mentioned in Section 1, assurance and confidence arguments should 

not be mixed as it results in a number of drawbacks. 

Our proposed description structures include a significant number of characteristics 

that would have to be documented during the project of high-integrity system devel-

opment, which means additional effort of project participants. Our proposal is howev-

er of similar scale as the other proposals we described as related work in Section 2. 

Also, considering what is at stake – auditors refusing to accept the system or worse: 

the system endangering people’s health and lives – it does not seem a steep price.  

We conducted a preliminary validation case study, in which an existing assurance 

case argument was refactored. The refactoring included extracting the process-related 

parts of the argument to create confidence arguments and applying the approach to 

manage and reference evidence items described in Section 4. The case study con-

firmed that the proposed approach can be used, however we are aware that more 

sound validation should be provided in future. 

A promising direction of further research is to use process elements’ description 

structures to define confidence patterns (schemes of building confidence arguments 

for frequently encountered defeaters). As we are currently implementing tool support 

for automated patterns instantiation, it may result in a valuable assistance to assurance 

case developers. 
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