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1. Introduction
The technological and scientific progress has led to the creation and con-

tinuous improvement of real and virtual environments which support human life
and human activities [1, 2]. In general, cyberspace is created and determined by
the following issues:

• different kinds of data sources (devices, systems, platforms, people) which
have obtained the data and information necessary to mine knowledge, allowing
people and systems to take proper decisions;

• information systems and data processing platforms which allow us to process
data, information, according to given algorithms to offer various kinds of IT
services;

• access nodes of users which can perform and call various IT services to support
human activities and to complement existing human services which are also
available;



142 H. Krawczyk

• general pointers of development trends observed in the space following from
computer systems and common user activities, this is extra information, which
can be used to make some changes in human decisions;

• telecommunication infrastructure that allows human communication, connec-
tion of various networks, steady and mobile devices (e.g. smartphones), ne-
twork and application services, and also for data transition and for information
exchanges;

• cybersecurity and trust mechanisms which provide the ability of the space to
protect information and computer systems resources and telecommunication in-
frastructures, and also people; with respect to confidentiality, integrity, privacy,
authentication, non-repudiation, etc.

Figure 1 illustrates the general idea of cyberspace. In practice we can
distinguish different kinds of space. Taking into account geographical areas, we can
distinguish such spaces as, for instance: city, region, nation or global world. Each
of such spaces can differ in the level of digitalization and virtualization of their
computing resources and services, and also in the means of telecommunication.

Figure 1. General idea of cyberspace

In addition to this, people in such spaces can distinguish their habits,
activities or accepted values and attitudes. In accordance with this, different levels
of cybersecurity can be recommended to be implemented to assure the assumed
development directions. In other words, we can use a different cybersecurity policy
to protect cyberspace, including a policy to bind the rights and duties of their
inhabitants, to establish some cybersecurity frameworks, to express and develop
those aspects that are wanted by those inhabitants [3, 4].

In consequence we can distinguish numerous categories of spaces according
to the size of geographical regions. However, we can consider cybersecurity
problems from the point of view of a much narrower domain. For each region,
we can distinguish only such domains with high levels of digitalization and
virtualization as e-transport, e-commerce, e-health or industry 4.0 [5]. A stick
point of both classifications are IT services, which will be the main subject of our
considerations.
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It is assumed that technological innovations allow us to evolve and provide
protective solutions. In Section 2 a general cybersecurity policy is considered, and
the well-known cybersecurity strategies are mentioned. In Section 3 the role of
key technologies, such as Internet of Things (IoT) [6], Cloud Computing (CC) [7]
and Big Data (BD) [8] are presented and the main security problems are analyzed
whereby a service-oriented cyberspace where all main functions are created by IT
services implemented on different levels of functionality can be proposed. Such
levels of digitalization and virtualization lead to the unification of cybersecurity
problems. In consequence, it is easy to create cyberspaces with the required level of
cybersecurity. Suggestions about the blockchain technology [9] are also included.
Two examples of such cyberspaces with multilevel access control and with smart
services are proposed and briefly discussed.

2. General cybersecurity policy and strategies
A cybersecurity policy is based on cybersecurity analysis of the given

cyberspace tools, to create an appropriate cybersecurity architecture able to
protect the cyberspace against threats and vulnerabilities and to minimize the
effects of serious attacks. Figure 2 shows the main areas of each cybersecurity
policy.

Serious cyber threats should be taken into consideration for cyberspace
representing nations. These are as follows: malicious cyber activities, organized
crime activities, pervasive technology imperfections, identity theft, denial of
services, cyber espionage, etc. Then, the key tasks of any cybersecurity strategy
(pillars) would be the following:
• protect government systems;
• create partnerships outside the habitat;
• protect citizens from cyberattacks;
• strengthen critical infrastructures;
• provide secure IT systems;
• develop security awareness for everyone.

To implement the above strategy different cybersecurity frameworks have
been established for different sectors like government, military, critical infrastruc-
ture, health, transportation, etc. Such frameworks specify certain standards for
protecting cybersecurity attributes such as: confidentiality, integrity, privacy.

Moreover, it is required to standardize the security requirements for different
institutions, agencies and other form of activities in easier ways. Moreover, some
service providers may offer specific functions related to attacks and volume
abilities such as: Identify, Protect, Detect, Respond and Recover which facilitate
the implementation of a cybersecurity architecture.

Each government is responsible for the preparation of a proper cybersecu-
rity policy and an adequate cybersecurity strategy. The strategy should consist
of one principle to support, on the one hand, values of fundamental freedoms,
respect for property and privacy, and on the other hand, to fight cyberattacks
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Figure 2. Main areas of cybersecurity policies

and cybercrime. Therefore, the strategy intends to provide a knowledge transfer
to build cyber security: a best practice to enhance the ability to fight cyber-cri-
minality, and to develop good relationships with the policy makers. The content
of each national strategy varies according to the country structure and the needs
of its inhabitants. However, the European Union prepared the EU’s cybersecu-
rity strategy called “An open space, Safe and Secure Cyberspace” which assumed
five strategic priorities: achieving cyber resilience (framework ENISA – European
Network and Information Security Agency), drastically reducing cybercrime, de-
veloping defense policies (CSDP – Common Security and Defense Policy), deve-
loping industrial and technological resources for cybersecurity, and establishing
a coherent international cyberspace policy. In 2017 the EU’s strategy was impro-
ved, and called “cybersecurity package in a nutshell”, where three pillars were
proposed: resilience, deference and defense, to build a strong single market in
the area of cybersecurity. It means that the directive on the security of network
and information systems (the NIS Directive) is the pattern for the EU legislation
on cybersecurity, i.e., a more effective law for criminal investigations and digital
work without borders for cybersecurity strategy implementation and wide defense
cooperation. Implementation of the strategy requires deeper engagement by all
member states. They need to adopt a more strategic perspective but they have
also some weak points (e.g. lack of the requisite expertise) and can prefer other
(e.g. OECD) regulations for the IT infrastructure. However, building multilayer
cyber-resilience requires reliable and trusting relationships between all partici-
pants. Looking beyond the EU, clear strategic guidelines for cyber foreign policy
and credible links to decision making are becoming more important [10].

The important thing is that the EU invests a lot of money in cybersecurity
development. For instance, the above cited subjects (e.g. Secure Societies – Pro-
tecting Freedom and Security of Europe and its citizens or Fighting Crime and
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Terrorism) are included in the Horizon 2020 program, and some funds have been
assigned to improving secure digital infrastructure, electronic identification, pri-
vacy and trust services (e.g. e-identification or interoperable health services) [11].

3. The technology triad
Implementation of cybersecurity architectures requires some serious under-

standing of the existing possibilities of today’s essential technologies. In Figure 3
we show the coexistence of IoT (Internet of Things), Cloud Computing (CC) and
Big Data (BD). They are still under development, consequently their significance
is rapidly growing and they are changing cyberspace levels of digitalization and
virtualization; and therefore, become more attractive for users. Besides, the 5G
technology for building smart and efficient networks is also important to support
the cyberspace functionality and human activities. In combination with other
technologies they are creating new possibilities for building new kinds of IT se-
rvices for users. Below, we limit our considerations to the IoT, CC and BD tech-
nologies only and show which new security problems should be solved to increase
the cyberspace usability. It is important to explain the security issues of such
a cyberspace and to develop new secure mechanisms of IoT, CC and BD which
become the core components of next-generation application oriented systems.

Figure 3. Coexistence of key technologies in cyberspace

3.1. Internet of Things
Development of embedded systems has led to the rise of the IoT technology.

It evolved gradually from a single chip microcomputer, sensors, single board chips
or industrial controllers, wearable devices to distributed microsystems, and then to
ubiquitous and pervasive systems [12]. An IoT architecture consists of four layers,
shown in Table t1. They are deployed in the open environment without protection
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mechanisms; and their operations are simple without encryption and decryption
calculations. Besides, they have multiple ways to access networks, hence, it
is difficult to adopt the existing network protection and security mechanisms.
Anyways, smartphones or different wearable devices have plenty of private data,
which must be protected [13]. We distinguish different kinds of attacks at the
computing or storage chips, to steal code, data or passwords, secret keys or
other protection codes. Typical physical attacks cause the chip to be out of order
(power) or have impact on the connectedness of channel information, processed
data or execution instructions. Attacks on software can modify the code integrity
(tampering), change the program running state (sabotage) and steal confidential
data and privacy. In other words, attacks can be carried out on each layer
separately or on arbitrary combinations of layers. Different security techniques to
protect user privacy data (data distortion, encryption and anonymization) and to
identify authentication of the communication protocols (endpoints, cross-domain
or cross-networks domain). It is very important to consider the IoT architecture as
a whole, and provide integrated and complete protections [14]. It is very important
in quickly developing different smart environments, such as autonomous vehicles,
smart cities, smart organizations or industry 4.0 with high security and safety
levels [15].

Table 1. IoT layered-oriented architecture

Application Layers
Platforms for implementation of different applications for different scenarios of management
of process data providing quality service to users.
Middleware layer
Providing more powerful computing (e.g. clouds and storage capabilities, databases, big
data)
Network layer
Wired and/or wireless data transmission medium, based on such technologies as: ZigBee,
WiFi, Bluetooth, Cellular network technology 5G.
Perception Layer
Identifying objects and collecting target information and transforming it into digital signals.
Example: RFID tags, camera, sensors, wireless sensor networks to measure environmental
conditions.

3.2. Cloud computing
CC is a distributed computing technology which has the advantage of

multi-tenancy, on-demand customization, instant expansion and rapid configu-
ration. A tenant is one of a group of users who share common access with specific
privileges to the software instance. Customization depends on modification, and
building personal specification or preferences, but configuration defines the way
in which a computer system and a network system are set up and connected. Due
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Table 2. Three main layers of computing cloud architectures

SaaS – Software as a Service
Uses the Web to deliver applications that are managed and maintained by third-party
vendors and whose interfaces are accessed on the user sides. It does not require users to
download or install and update the required software.
PaaS – Software as a Service
Allows customers to develop run and manage applications without building and
maintaining the development infrastructure, and makes the development, testing and
deployment processes quick, simple and cost effective.
IaaS – Infrastructure as a Service
Provides virtualized computing resources such as compute, storage and networking and
self-service models for accessing, monitoring and managing remote infrastructures.

to virtual computing resources it provides remote users with IT services, through
a distributed architecture (see Table t2).

We can distinguish three main categories of services: Infrastructure as
a Service (IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS).
Each level uses different cloud resources. The suitable managing software (with
a hypervisor) initiates the working of such hardware or software resources. IaaS
makes available remote servers, storages and networks, which are monitored and
controlled by software to achieve an acceptable level of computing performance.
PaaS is responsible for access to development platforms to design and display
software applications, which are run by users from clouds over the Internet or
Intranet. The input and output data is collected in large-scale data centers, which
are also available as other kinds of services. PaaS provides installation of different
kinds of applications that are managed and maintained by third-party vendors.

The user interface of such applications is accessed on the user side. Profes-
sional tasks, such as computer or network configuration, management and main-
tenance belong to providers. Thus, large amounts of the user’s prior investment
in information-processing systems can be avoided, and in consequence, the cost
of the use of information processing can be reduced.

Security problems of cloud computing platforms focus on four aspects such
as: network security, virtualization security, data security and user privacy [16].
We can distinguish at least eight types of network security attacks: browser,
brute force, denial of service, worm malware, Web scan and others. The most
popular are browser attacks which attempt to breach a machine through a web
browser. They often start at legitimate, but vulnerable websites, and infect them
with malware. When new visitors arrive via such web browsers, the infected
site attempts to force malware onto their systems, by exploiting vulnerabilities
in their browsers. Next, brute force attacks try to discover the password for
the system or service through trial and error. Denial of service attacks prevent
legitimate users from accessing services or information. It succeeds when an
attacker overloads server fire walls, e-mails with more requests than they can
process. The main defense methods against denial attacks are: filtering attack
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requests, which reduce cloud effectiveness, closing some blocked host parts and
randomly releasing some host queues. Other attacks (SSL-secured Socket Layer)
intercepts the data before it can be encrypted, giving the attacker access to
sensitive data including credit card information and social security numbers. DNS
spoofing occurs when data is introduced into the domain name system cache,
causing the name server to return an incorrect IP address which redirects traffic
to an alternate server. Anti-virus software firewalls and e-mail filters can ward
off attacks and help manage unwanted traffic. Users can protect themselves by
changing their passwords often, and by using odd combinations of numbers, letters
and cases. Browser based attacks can be thwarted by regular updates of both
browser and related applications.

Virtualization based security uses hardware virtualization features to create
and isolate secure regions of memory from the formal operating system. It provides
greatly increased protection from vulnerabilities in operating systems and prevents
the use of malicious patterns which attempt to defeat protections. Such solutions
require many system components (e.g. Trusted Platform Module) to be present
and properly configured [12].

Data security refers to protective digital privacy measures that are applied
to prove unauthorized access to servers, databases and websites. Extra mecha-
nisms ensure that sensitive information is only disclosed to authorized parties
(confidentiality which requires the use of encryption and encryption keys), pre-
vent unauthorized modification of data (integrity) and guarantee that data can
be accessed by authorized parties when requested (availability) [17].

User privacy security covers problems of how to collect, use, disclose, trans-
fer and store personal data. Personal data relates to an identified or identifiable
natural person, and concerns race, religion, sexual orientation and health. There
are recommendations showing in what way it can be collected and processed.

The above security problems in cloud computing can be solved by a reinfor-
cement technology, by deploying monitoring agent modules or ensuring the access
request, and creating isolation between virtual machines. Furthermore, edge com-
puting (the paths between data sources and cloud data centers) and fog computing
(where cloud based services are closer to IoT devices in the edge networks) require
a new security approach [18].

3.3. Big data
Big data is described by the 7V model where each V represents the

data properties: volume (expressed in e.g. ZettaBytes), variability (changing of
meaning), value (representing power in applications) variety (types of structured
and unstructured data), velocity (speed of data growth), veracity (accuracy and
dependability), visualization (the ways of presentation). According to different
reports (e.g. CISCO, IBM) presently 2.5 quintillion pieces of data is generated
per day, and this is set to explode to 40 yottabytes by 2020, which gives 5200
Gigabytes for every person on Earth. An important source of data is IoT, which
comprises billions of devices such as sensors, medical apparatus, social networks,
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Table 3. Big data layered architecture

Data consumption layer
Data mining for e.g. business and health processing – knowledge services
Data oriented applications provided by third parties
Data analysis layer
Utilization of data analysis professional tools, or toolset design of new algorithms taking
into account the 7V data model
Creation of deep learning networks
Data messaging and storage layer
Conversion of unstructured data to the format understood by different tools, storing data
either in RPBMS or in the Hadoop Distributed File System
Big data sources layer
IoT systems, database systems, mobile devices, sensors, e-mails, portals, enterprise apps,
social media and networking sites, public profiles, government data

individual retrieves, smart cameras, software applications. In a nutshell, a large
volume of veracity data is generated at high velocity from a variety of sources.

The cloud computing concept leads to virtualization of datacenter resources,
and various types of data coming from applications, multitier Web, content
delivery networks, and large-scale simulation can be rented on demand. This
causes also the generation of plenty of data which can be written and read multiple
times and further processed [19].

In a cloud, all user data is managed and maintained by cloud service
providers. To protect user privacy all user data is encrypted, and then uploaded
to a cloud storage service. However, cloud services cannot compute, statistically
analyze, or retrieve cipher text, thereby affecting the quality of the service. It
is also difficult to verify data integrity, because of HASH code functions, RSA
homomorphism authentication algorithms must be used to confirm that the user
who uploads data files is the owner of these files on the server. In consequence,
different refried encryption algorithms are proposed and used to optimize cipher
text retrieval [20].

Table t3 presents a big data layered architecture. It consists of four layers
corresponding to data sources, storing data services, analyzing data services, and
using data and knowledge services in data-oriented applications. According to the
7V model we can define challenges to big data security and privacy. Cloud-based
storage has facilitated big data mining and collection, which has caused a challenge
to determine new approaches of security check in the case of managing dynamic
data, or continuous streaming data. Besides, in spite of scalability and availability
new challenges are being posed to big data storage as the autotiering methods do
not keep track of the data storage location.

End-point devices are the main factor for maintaining big data. Therefore,
the provider should make sure to use an authentic and legitimate device on all
layers of a big data architecture. It requires some new security protection mecha-
nisms, particularly in the case of a distributed framework like the MapReduce
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function of Hadoop. Similarly, due to large amounts of generated data, most pro-
viders are unable to maintain regular checks almost in real time. A prominent
security flaw is that it is unable to encrypt data during a different group, when it
is streamed or collected.

As the computing environment becomes cheaper, application platforms
become networked, and system and analytics tools become shared over the cloud,
security access control, compression and encryption and compliance introduce
challenges that require systematic approaches, expressed as standards. The Cloud
Security Alliance (CSA) Big Data Working Group has a mission to prepare such
unified solutions [8].

In the future, big data architectures will become both more critical to
secure, and more frequently attacked. This is the motivation of the emerging
field of security intelligence which correlates security information across disparate
domains to reach concrete conclusions. The first step is security analytics to
detect not only new algorithms for intrusion detection or text understanding (log
analysis) but also to cause that software and hardware developers become aware
of many cybersecurity challenges. In other words, the design for cybersecurity is
one of the promising branches of future research and practice.

4. Service oriented cyberspace
Service Oriented Architecture (SOA) is a standard based on loosely-coupled

technology for connecting data, systems and even organizations. We distinguish
three components of such architecture:
• service provider which is a company capable of providing IT services
• service requester which means users or companies that are in need of the IT

services
• service broker which represents a company or a system that helps both the

service provider and service requester to discover each other.
Three technologies are used to implement SOA and achieve standardized

solutions: XML to present data, protocols or vocabulary, SOAP to be used for
communication among different services, WSDL to describe functionalities of the
services, and UDDI to publish and discover information about the services [21]. At
the business level, a service can be viewed as a repeatable user task e.g., (weather
forecasting, paying with business cards). At the technical level it can be described
by client interactions with various services, through messages according to the
service specifications and service provider regulations. In general, loosely-coupled
services reduce the vendor look-in and create a flexible infrastructure for distribu-
ted processing, which is used in many application areas. Besides, it can reduce the
development and maintenance costs of various information processing systems.

Due to the SOA technology, the available functionality in a cyberspace can
be expressed as a collection of services rather than a set of single applications.
Then, the available multiple services can be aggregated into different applications.
A developer can utilize the service orchestration to support the business process
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automation by loosely coupling services across different applications and creating
“second-generation” composite applications. In other words, new applications are
created by a new orchestration of the existing services not by writing new codes.
It is an attractive approach to creating a more agile and competitive system and
reducing the time to market. Such a category of cyberspace will be called service
oriented.

The natural evolution of an SOA are microservices [22] and nanoservi-
ces [23]. The terms “micro or nano” refer to the sizing of services. As the consti-
tuent services are small, they can be built by one or more small teams from the
beginning, separated by service boundaries which make it easier to scale-up the
development effort. Such micro and nanoservices also offer improved fault isola-
tion: whereby, in the case of an error in one service, the whole application does
not necessarily stop functioning. However, when the number of services increases,
integration and managing of whole products can become complicated.

Microservices match well modern container management frameworks such
as Kubernetes or Docker Swarm. They are widely used in today’s distributed
cloud-based service provisioning. These frameworks are not yet available in the
embedded domain or in automotive systems, but are expected to be in the nearest
future. Nanoservices, that are a miniature version of microservices, allow giving
solutions for an autonomous service composition based on current needs. Locally
composed services provide higher throughput and lower latency. Most of the
sensitive data kept in a local computer can reduce the risks for security and privacy
attacks. Lightweight virtualization technologies with a high number of nodes of
IoT may be deployed for a single service, and we can assume that cyberspace
is characterized by the available set of services, microservices and nanoservices.
Then, security problems can be considered on such levels.

Cyberspace security can be defined as a state of freedom from risk and
danger. Secure services means that their execution in cyberspace does not in-
crease the risk and does not lead to any new danger. The main problem is to
create services at the highest maturity level. It means to define and create servi-
ces driven by business requirements, in business functionality terms, using some
standards and optimize some quality metrics. The basic practices of engineering
security in the service life cycle (from the design to the operation phase) are se-
curity planning, security requirement analysis of the security architecture design,
security coding, security testing and security operation and maintenance. Each
such practice encompasses specific methods, tools and techniques to design ne-
tworks, distributed systems and applications. The World Wide Web Consortium
(W3C) [24] has defined the Framework WSS (Web Service Security) standards,
encompassing different specifications, each of them addressing specific aspects
of security. There are seven specifications: WS-Security is intended to provide
a message security model and the specification of mechanisms to attach signature
and encryption leaders to the messages. WS-Policy describes the security policies,
the mechanisms of trusted message exchanges. WS-Trust establishes both direct
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brokered trust relationships. WS-Privacy proposes embedding the privacy langu-
age into WS-Policy and associating privacy claims with messages in WS-Security.
WS-Secure Conversation extends the single message security provided by WS-Se-
curity to a conversation consisting of multiple exchanges. WS-Federation shows
how to manage and broker trust relationships in a heterogeneous federated envi-
ronment. WS-Authorization is supposed to provide support for the specification
of authorization policies for managing authorization data.

Figure 4. A simple model of service-oriented cyberspace

There are many examples of implementation of different kinds of secure
services related to such systems as: e-health, e-commerce or smart houses. Today
there are also many mature perimeter security technologies such as SSL (Secure
Socket Layer) or encryption techniques used for data protection. SAML (Security
Assertion Markup Language) describing a protocol for asserting, runtime chec-
king, that is embedded in the execution environment, RASP (Runtime Application
Self-Protection) used for authentication and authorization [25]. In consequence,
some security services are available to support the cybersecurity of cyberspaces.
They concern the user of services, platform referring services, transmitted data
or messages. Authentication services verify that human users, registered system
entities or their components, are who or what they claim to be. The availability
services state the resources and services that should be available to authorized
parties all the time (see the RBAC solution). Authorization Services ensure that
only authorized principals may access and modify (change contents) resources.
Confidentiality resources keep the message secret, by encrypting the messages in
such a way that only authorized identities can decrypt and see the real data. The
suitable cryptographic algorithms and protocols are used for protecting data and

D
o

w
nl

o
ad

ed
 f

ro
m

 m
o

st
w

ie
d

zy
.p

l

http://mostwiedzy.pl


Service-Oriented Cyberspace for Improving Cybersecurity 153

messages from disclosure or modifications. Integrity services assure that every bit
produced by the sender is received by the recipient in a precisely unaltered form.
Finally, repudiation services prove that one identity has sent the data to another
identity only, using the public key cryptography technology.

A simplified model of a secure cyberspace is shown in Figure 4. Users of such
a space have at their disposal different kinds of services which are autocomplete
with security services. Some network and management oriented services are also
available to support the user – cyberspace cooperation. The design operations
and management of such complex systems require the ability to describe them at
various levels of abstraction, enabling analyses and decisions for technical, opera-
tional, management and business processes. It is computational interoperability
that is required instead of data interoperability. It means consistent interpreta-
tion of the context, and the semantics, of operations or services in order to enable
correct and resilient activities. An additional challenge in this direction is the inte-
gration of various technologies from purpose compacting, through communication
and interfaces, to ownership and management. The distributed architecture of the
cyberspace creates some timing problems specially for critical services. An extra
response within a specific time interval is required to eliminate possible accidents.
In addition to security, there is also a serious problem to eliminate dangerous in-
cidents, distributed denial of service attacks, unreliable interaction with physical
worlds, or sensitive information leakage and violating privacy rights. Therefore,
special legal regulations and regulatory frameworks are required to protect aga-
inst such incidents. Furthermore, an essential role in security assurance is played
also by the liability of human operators, administrators and maintainers.

The active services in a cyberspace use various sets of data and need efficient
mechanisms to guarantee data integrity. In general, such IT services are offered by
third party cloud providers and special agreements between providers and users
can be created and utilized in practice. It means that all user/provider central
transactions can be manually managed which is time-consuming. To reduce this,
blockchain mechanisms [9] are proposed and largely used in different cyberspaces.
These blockchain mechanisms are ordered lists of blocks that contain transactions
which cannot be deleted or altered without invalidating the chain. Programs
deployed and run on a blockchain are called smart contracts and differ from
service soft contracts, which cannot interact automatically between contractors.
Such a new solution allows a design adaptable of blockchain-based systems which
are considered to be used in many service oriented cyberspaces such as smart
homes, smart cities, smart countries, and others.

5. Examples of service-oriented cyberspaces
Each service oriented cyberspace can be designed and implemented in

different ways, taking into account the digitalization and virtualization levels
(determined by nanoservices, microservices and services) as also by the security
level requirements. Two examples of different cyberspaces are presented below,
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where different security mechanisms are utilized. Figure 5 represents a cyberspace
with multilevel access control. Such mechanisms are located in several places on
different levels of the cyberspace. They are monitoring and controlling user access
to the cyberspace, and also access to the required services and sources of data.
A solution of such kind was implemented at the e-university platform (MyPG)
working in the Gdańsk University of Technology. Intelligent access is achieved
by controlled mechanisms which are much stronger if the trust to the user is
lower, or if data is more sensitive. The current user trust level is estimated on-line
basing on previous typical or unusual user behavior. It has been shown that the
management time for such a solution is less time consuming [26], for nearly the
same security level achieved in such cyberspace.

Figure 5. Cyberspace with multilevel access control

Figure 6 represents another kind of cybersecurity space, where so-called
smart services are developed or improved. In this case we use transdisciplinary
data coming from different categories of cyberspaces. It means that different data
is monitored, but only special data is selected for further analysis. In this way
the required knowledge is obtained in order to propose the suitable solutions
for improving cybersecurity [27]. In a further step, the obtained knowledge is
processed by different teams (virtual, real and virtual/real) to create new kinds
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Figure 6. Transdisciplinary cyberspace for smart service design and improvement

of services. These services are called smart because they are: self-improving
(s), maximum secure (m), analyzing big data (a), in real time (r), and using
transdisciplinary data (t). Such kinds of services are planned to be developed in
the Centre of Competence created together with the new building for the Centre of
Informatics Tri-City Academic Supercomputer networK (CI TASK). This venture
is funded by the European Union, and the main purpose is to create smart
services for supporting research and development activities focused on university
and business cooperation [27]. We hope than such an approach will also create
new possibilities for improving the cybersecurity of inter- and transdisciplinary
spaces where different kinds of smart services with high security and low risk are
obtained.

6. Conclusions
The paper is focused on the creation of cyberspaces with the required level

of cybersecurity. It is shown that it is possible for the so-called service-oriented
cyberspaces. Such solutions are supported by three main technologies: IoT, CC
and BD. The common idea is to determine a suitable set of IT services which would
contribute to increasing the digitalization and virtualization levels. In consequence
such services play a twofold role: they support the cyberspace functionality
required by users, and also they contribute to the required cybersecurity solutions.
It is also noted that the used technologies can create their own cybersecurity
problems which should be eliminated in order to increase the level of cybersecurity.
In the paper we present examples of such solutions. Moreover, one of the main
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advantages of the proposed category of service-oriented cyberspaces is unification
of cybersecurity problems which facilitates their analysis and leads to effective
implementations, using for instance, such new techniques as the blockchain.

Taking into account cybersecurity management, two additional fundamental
questions should be asked: what is the risk of intra- and extra-intrusion attacks
for the space, and whether the cost of protection against such attacks is greater
than the cost of recovering from them. Similarly, as for the digitalization and
virtualization levels, the nature of the business is a key factor in determining the
required level of security. This issue may be considered in future research.
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